





responsibility for the safe conduct of incident management operations rests with the IC and
supervisors at all levels of incident management. The SO is, in turn, responsible to the IC for the
set of systems and procedures necessary to ensure ongoing assessment of hazardous
environments, coordination of multiple agency safety efforts, and implementation of measures to
promote emergency responder safety, as well as the general safety of incident operations. The
SO has emergency authority to stop and/or prevent unsafe acts during incident operations. In a
UC structure, a single SO should be designated, in spite of the fact that multiple jurisdictions or
functional agencies may be involved.

210.43 The Liaison Officer (LNO)

The Assistant Vice Chancellor for Community and Public Affairs, acting as the Liaison
Officer, is the point of contact for representatives of other governmental agencies,
nongovernmental organizations, and/or private entities. In either a single IC or UC structure,
representatives from assisting or cooperating agencies and organizations coordinate through the
LNO. Agency and/or organizational representatives assigned to an incident must have the
authority to speak for their parent agencies and organizations on all matters, following appropriate
consultations with their agency leadership. Assistants and personnel from other agencies or
organizations (public or private) involved in incident management activities may be assigned to
the LNO to facilitate coordination.

210.44 Additional Command Staff Positions

Additional Command Staff positions may also be necessary depending on the nature and location
of the incident, and/or specific requirements as established by the IC. For example, legal counsel
may be assigned directly to the Command Staff to advise the IC on legal matters, such as
emergency proclamations, legality of evacuation orders, and legal rights and restrictions
pertaining to media access.

Similarly, a Medical Advisor may be designated and assigned directly to the Command Staff to
provide advice and recommendations to the IC in the context of incidents involving medical and
mental health services, mass casualty, acute care, vector control, epidemiology, and/or mass
prophylaxis considerations, particularly in the response to a bio-terrorism event.

210.50 Conduct of Operations

Day-to-day operations shall be initially directed by the senior police official at the scene or by the
appropriate designated Incident Commander (IC). In the absence of the designated incident
commander, one of the administrators that fill the positions listed below shall assume the role of
the IC, in descending order of preference:

Operations Section Chief

Planning Section Chief

Liaison Section Chief

Logistics Section Chief

Other designee of the University Chancellor

210.60 The General Staff

The General Staff is responsible for the functional aspects of the incident command structure and
typically consists of the Operations, Planning, Logistics, and Finance/Administration Section
Chiefs.

210.61 The Operations Section Chief

The direct operational control of any campus critical incident, crisis, or disaster is the
responsibility of the Senior UMKC Police Department official, acting as the Operations
Section Chief. The Operations Section is responsible for managing tactical operations at the site,
directed toward the coordination of all on-campus emergency functions and campus provided
emergency response teams.
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The Operations Section directs tactical operations at the incident site to reduce the immediate
hazard, save lives and property, establish situational control, and restore normal campus
conditions.

The Operations Section is responsible for implementation of the University EOP, to
include:

= Determine the type and magnitude of the emergency and initiate the appropriate
Incident Action Plan.

= Establish the appropriate ICP or EOC

= [nitiate an immediate liaison with the University Chancellor

= Notify and use UMKC-PD personnel, outside law enforcement agency personnel,
student aides and/or other available resources to maintain safety and order

= Notify members of the Command Staff and advise them of the nature of the
incident

= Liaison with outside organizations such as police, fire, EMS, and other
emergency response personnel

= Ensure that notifications are made to appropriate staff members located off-
campus

= Perform related duties as needed during the campus emergency, and

= In conjunction with the Director/Chief of Police and/or Director of Environmental
Health and Safety, prepare and submit an After Action Report (AAR) directed to
the University Chancellor appraising him or her of the final outcome of the
emergency

In some jurisdictions, the senior fire official at a fire scene or incident site where EMS services
must be employed is in charge of the actual incident site pursuant to state law. The Operations
Section Chief would still have overall operational control of the incident as it relates to site
security and other duties, but not necessarily as it relates to fire-fighting operations and/or rescue
duties. Suitable working arrangements should be preplanned for these types of instances.

210.62 The Planning Section Chief

Training and planning activities to ensure the preparedness of the campus community in dealing
with emergency situations shall be conducted as necessary under the direction of the UMKC
EOP Commission Leader, acting as the Planning Section Chief.

The Planning Section shall collect, evaluate, and disseminate tactical information pertaining to
any preplanned or actual incident. This section shall maintain information and intelligence on any
current and forecasted situation, as well as prepare for and document the status of all resources
assigned to the incident. The Planning Section prepares and documents IAPs and incident maps
and gathers and disseminates information and intelligence critical to the incident.

The Planning Section has four primary units: the Resources, Situation, Demobilization, and
Documentation Units, and may include technical specialists to assist in evaluating the situation
and forecasting requirements for additional personnel and equipment. The Documentation Unit
devises and distributes all ICS Forms and other forms as necessary.

The Planning Section Chief in cooperation with the Director/Chief of Police, the Director of
Environmental Health and Safety, and any suitable other person or entity on campus, shall
devise, maintain, and distribute as needed an Emergency Communications Plan (ECP) prior to
the occurrence of any critical incident. This plan shall be updated at least once each year. It shall
describe the status and capabilities of the communications function on campus, and the
capabilities related to conducting effective communications with other public and private
emergency response organizations and other key emergency management personnel. The ECP
shall provide lists of contact names and numbers, describe the status of communications
interoperability, and incorporate all related operational and planning agreements between
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participants in any emergency, subsequent to completed and current MOUs, MOAs, and other
written agreements.

210.63 The Logistics Section Chief

Emergency communications equipment and other materials necessary for the operation of an
Emergency Operations Center (EOC) and/or an Incident Command Post (ICP) shall be
maintained in a state of readiness by the Director of Telecommunications, acting as the
Logistics Section Chief.

The Logistics Section function includes the supply, food, ground support, communications,
facilities, and medical units, and meets all of the support needs for the incident, including ordering
resources through appropriate procurement authorities from offsite locations. It also provides
facilities, transportation, supplies, equipment maintenance and fueling, food services,
communications, and medical services for incident personnel.

The Logistics Section Chief is encouraged to assign a deputy when all designated units are
established at an incident site. When the incident is very large or requires a number of facilities
with many items of equipment, the Logistics Section may be divided into two branches.

210.64 The Finance/Administration Section Chief

When there is a specific need for financial, reimbursement (individual and agency or department),
and/or administrative services to support incident management activities, a
Finance/Administration Section should be established. The Finance/Administration Section
includes the Compensation, Claims, Cost, Procurement, Granting Reimbursement and Time
Units and is headed by the Assistant Vice Chancellor, Administrative Services, acting as the
Finance/Administration Section Chief.

Under the ICS, not all agencies will require every facet of assistance. In large, complex scenarios
involving significant funding originating from multiple sources, the Finance/Administrative Section
is an essential part of ICS.

In addition to monitoring multiple sources of funds, this Section Chief must track and report to the
IC the financial “burn rate” as the incident progresses. This allows the IC to forecast the need for
additional funds before operations are negatively impacted. This is particularly important if
significant operational assets are provided under contract by private sector suppliers.

The Finance/Administration Section Chief may also need to monitor cost expenditures to ensure
that statutory rules which apply are met. Close coordination with the Planning Section and
Logistics Section is essential so that operational records can be reconciled with financial
documents. Note that, in some cases, only one specific function may be required (e.g., cost
analysis), which a technical specialist assigned to the Planning Section could provide.

The Finance/Administration Section Chief will determine, given current and anticipated future
requirements, the need for establishing specific subordinate units. In some of the functional areas
(e.g., procurement), an actual unit need not be established if it would consist of only one person.
In such a case, a procurement technical specialist would be assigned in the Planning Section.
Because of the specialized nature of finance functions, the Section Chief should come from the
agency that has the greatest requirement for this support. This Section Chief may also have an
assigned deputy.

220.00 Other Administrative Duties and Responsibilities

220.10 The Incident Commander
The duties of the Incident Commander (IC) include the following:

= Responsible for the overall emergency response effort of the University
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Works with the Incident Command Staff to assess the emergency and to prepare
the specific response of the University

Declares and ends the Campus State of Emergency as appropriate

Notifies and conducts liaison activities with University Administration, and the
Administration of the City of Kansas City, Jackson County and of any State
and/or Federal Emergency Management agencies

220.20 The Director, Public Relations
The Director, Public Relations:

Is responsible for developing communications to be disseminated to internal and
external audiences

Establishes the media center and provides information to the media

Establishes an emergency telephone center to respond to inquiries from parents,
family, and other relatives of students, and to staff and faculty

Acts as the University P10 for the duration of the incident

220.30 The Senior UMKC-PD Officer on duty
The Senior UMKC-PD Officer on duty:

Maintains UMKC-PD facilities in a state of constant readiness during an incident
Initiates the Emergency Notification System — (ENS) as directed

Takes immediate and appropriate action to protect life and property and to
safeguard University records as required

Obtains law enforcement assistance from city, county, state or federal
governments as required

Provides traffic control, access control, perimeter and internal security patrols
and coordinates fire and EMS services as needed

220.40 The Director of Facilities Management (DFM)
The following functions will be performed by the Director of Facilities Management:

Provides equipment and personnel to perform shutdown procedures, establish
hazardous area controls, erect barricades, and perform damage assessment,
debris clearance, emergency repairs and equipment protection

Provides vehicles, equipment and operators for the movement of personnel and
supplies, and assigns vehicles as needed

Obtains the assistance of utility companies as required during emergency
operations

Furnishes emergency power and lighting systems

Surveys habitable spaces and relocates essential services and functions
Provides and equips primary and alternate sites for the EOC

Assists in the dissemination of all information and directives intended for the on-
campus student population

Provides temporary or alternate housing and food service facilities for the on-
campus student population affected by the disaster or emergency

Provides temporary housing and food services for off campus students who have
been directed to remain on campus or who are unable to leave the campus
Provides temporary housing and food services for emergency response
personnel and University staff directed to remain on campus for extended
periods of time

Provides temporary beds, food, water or other resources as required
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220.50 The Chief Information Officer
The Chief Information Officer, or his/her designate:

= Provides the personnel and expertise necessary to maintain telephone service or
establishes emergency landline services or other communications facilities

= Provides for the security of computer and information systems

= Provides for temporary computer and information services to facilitate the
business procedures necessary and related to emergency purchases, personnel
services and accounting functions

220.60 The Department of Environmental Health and Safety
The Department of Environmental Health and Safety, Industrial Health Hygienist:

= Coordinates with other Operations Section members

= Provides an accounting summary of the financial impact of the emergency
response, clean-up and recovery efforts

= Ensures that rescue and clean-up operations are conducted in as safe a manner
as possible to prevent injury to rescue and clean-up personnel, or to prevent
unnecessary or further injury to victims

= Coordinates rescue and clean-up operations so as to conform to applicable
safety, health and environmental regulations

= Coordinates with the Director of Research Safety to ensure the safe and
successful clean-up and disposal of all hazardous materials

= Coordinates and has oversight of the activities of outside regulatory, investigative
or insurance related agencies

= |nitiates the request for the spending authority necessary to conduct emergency
operations

= Obtains funding provided for clean-up and recovery expenses

= Monitors campus emergency warning and evacuation systems

= Maintains liaison with County or State Disaster and/or Emergency Services for
telecommunications support if necessary.

220.61 Written Operational Procedures shall be devised and maintained

The head of each campus department or organization with emergency response duties and
functions shall prepare and maintain current written Standard Administrative Procedures (SAPs),
Standard Operating Guidelines (SOGs), resource lists, checklists, and other documentation as
may be required to support the operations of those organizations during critical incident or
emergency operations.

The oversight for this requirement shall be devised and implemented by the Incident Commander
or a designee as soon as practical.

220.70 Duties of Building/Facility Managers (Building Liaisons)

Each Building Manager, who shall either act as or shall appoint a Building/Facility Safety Officer
or a Safety Committee for each campus building/location under their supervision or control, has
the following responsibilities prior to and during any emergency:

220.71 Develop Emergency Action Plans

An Emergency Action Plan for each building or facility shall be developed that will include, but not
necessarily be limited to, the following components, equipment, and/or functions: (29 CFR
1910.38)

= Procedures for reporting a fire or other emergency
= Procedures for emergency evacuation, including the type of evacuation and exit
route assignments
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= Procedures for employees who remain to operate critical plant operations before
they evacuate

= Procedures to account for all employees after evacuation

= Procedures to be followed by employees performing rescue or medical duties

= The name or job title of an employee who may be contacted by other employees
who need more information about the plan or an explanation of their duties under
the plan

In addition, the following subject areas should be considered for inclusion in each Plan:

Evacuation Warden duties

Evacuation of disabled or special-needs persons

Management of designated assembly areas

Diagrams of specified building/facility exit locations and evacuation routes
Hazardous conditions reporting and appropriate corrective procedures
Emergency First Aid information

Specified locations of available emergency equipment, including PPE
Location and maintenance of adequately stocked First Aid kits

The location and operation of fire extinguishers and other fire suppression
equipment

= Lists of available emergency equipment

= Lists of personnel who would normally present within each building/facility

A revised and updated Emergency Action Plan for each building/facility shall be submitted to the
Director of Environmental Health ands Safety for approval on the 1st day of November of each
year, or more often if needed. The designated Building or Facility Safety Officer/Safety
Committee may assist with plan formulation or revision, as required.

The Emergency Action Plan for each building and facility should be as concise as possible. Each
Department/Division within a specific building shall have at least one copy of the Emergency
Action Plan for their building/facility prominently displayed within each major or significant
workspace area.

220.72 Review Emergency Action Plans
Each Building/Facility Manager must review the Emergency Action Plan with each employee or
student covered by the plan:

= When the plan is developed or the employee/student is initially assigned to the
building or facility

=  When the employee or student’s responsibilities under the plan changes

=  When the plan is changed

Building evacuation information shall be distributed to all employees with follow-up discussions,
on-the-job training or additional explanation as required. Contact Environmental Health and
Safety for assistance.

Sufficient time shall be taken to train each employee in emergency techniques such as fire
extinguisher use, First Aid, and/or CPR and emergency evacuation procedures. The Department
of Environmental Health and Safety and or the UMKC Police Department will be consulted for
training support services.

220.73 Other Building/Facility Manager Duties

= Report every emergency to the University Police at Tel. 235-1515
= Serve as the primary contact person to receive emergency information from
UMKC-PD
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= Inform all building employees of any emergency conditions

= Evaluate the impact of any emergency on persons or property and take
appropriate action including ceasing operations and initiating evacuation of the
building or facility

= Maintain emergency telephone communications with University officials from the
building or facility or from an alternate site if necessary.

220.74 Develop a Building/Facility Telephone Tree
The building manager shall develop a phone tree of both work/home/mobile phone numbers for
all persons that normally work or reside in the building or facility.

220.80 General Faculty/Staff Supervisor Responsibilities
Each faculty or staff member who supervises university students or other university employees
has the responsibility to:

= Educate students or employees to relevant emergency procedures including
evacuation procedures for their building or facility

= Inform students and/or staff of any perceived emergency and initiate emergency
procedures as prescribed within the Building/Facility Emergency Plan, the
Emergency Response Safety pamphlet, and the EOP

= Evaluate, survey, and estimate their assigned building/facility or activity spaces
to determine the potential impact of any emergency on their facility

= Report all safety hazards as soon as possible to the building manager or safety
officer

=  Submit a work order to reduce hazards and to minimize accidents promptly to the
Building Manager or Director of Facilities Management.

IMPORTANT: Inform all students, staff, and faculty to conform to building evacuation guidelines
during any emergency and to report to their appropriate assembly area outside the building so
that a head count can be taken.

220.90 Deans, Department Heads, Other Campus Employee Duties
Each University Dean and Department Head will develop and implement a business continuity
plan for each of their respective areas of responsibility.

It is the responsibility of every campus employee to become familiar with the Emergency Action
Plan for his/her work area(s) and to read the University Employee Safety Handbook.

Business Continuity Plans will be updated at least once every three years, or more often as the
need arises, due to the reassignment of Deans and Department Heads, or other critical
circumstance that affect the suitability of such plans. A copy of each revised plan will be
submitted to the Director, Environmental Health and Safety within thirty days of such revision for
approval and retention.

300.00 The Emergency Notification System (ENS)

300.10 Communications Methods Used to Implement the ENS

During any critical incident or emergency, the University will use several methods of
communication to disseminate information. The methods to be used, in the following descending
order of preference, will include these listed devices:

e The University telephone system
The telephone landline system is to be used as a primary means of communication,
unless it is compromised.
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e E-mail
System-wide e-mails will be disseminated. This will be a primary means of
communication.

e Web messages
Emergency messages will be disseminated through the emergency notification
information box on the home page of University’s website and the UMKC Alert! Web
page.

e Two-way Radios and Pagers
Key members of the Incident Command Staff will be equipped with two-way radios
and alphanumeric pagers.

e Cellular Telephones
Incident Command Staff members will use cellular phones, including those that
incorporate satellite technology or prior arrangement of cellular channels set aside for
use during emergencies when land lines or regular cellular telephones are likely to
become inoperative or unusable (WPS).

e Voice-mail
A special voicemail box will be established for use during emergencies. This is
covered by the UMKC Alert! notification system.

e Text Messages
Text messages will be sent to students, faculty and staff who have opted to receive
this type of communication.

e Fax Machines
Fax messages may be used to transmit timely or preplanned messages, checklists,
assignment sheets, and other information, as required

e Signage
Signs detailing the status of the University will be posted on University buildings.

310.00 The Initial Responses to a Reported Emergency

Each emergency occurring on-campus shall be reported immediately to the University Police at
Tel. #911, or 235-1515. Upon receiving notification of a reported emergency, the UMKC-PD shall
initiate the following chronology of events:

310.10 Dispatch a Police Officer to the Scene
One or more police officers shall be dispatched to the scene to confirm the existence of a critical
incident, crisis, or disaster

310.20 Dispatch Appropriate EMS/Fire Services
UMKC-PD dispatch shall request appropriate assistance from Fire or Emergency Medical
Services personnel.

310.30 Dispatch Facilities Management Staff

UMKC-PD dispatch shall request appropriate assistance from the Director of Facilities
Management and Director of Environmental Health and Safety once an emergency or disaster
has been identified as one that affects University buildings or other infrastructure in a manner that
requires DFM corrective action.

310.40 Contact the Director/Chief of Police and the Director of Public Relations
UPD dispatch will immediately contact the Director/Chief of Police or his/her designee and the
Director of Public Relations or his/her designee.

310.50 The Chief of Police and Director of Public Relations shall Contact the
University Chancellor

The Chief of UMKC-PD and/or Director of Public Relations shall immediately contact one of
following persons in the following descending order of preference:
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= University Chancellor
= Provost
= Chief of Staff

310.60 Assignment of Emergency Status

After consulting with the University Chancellor or a designee, the UMKC-PD Chief will assign one
of the following three emergency status conditions to the incident and shall activate the
Emergency Notification System (ENS), if appropriate:

310.61 Critical Incident (Minor Emergency)

During a Critical Incident or Minor Emergency, ENS may be activated. Incident Command staff
members may not necessarily meet as a group, but will be still be advised of conditions. An
Incident Command Post (ICP) may be established.

310.62 Crisis (Major Emergency)

During a Crisis or Major Emergency, ENS will be activated. Command Staff members shall report
as directed by the Director/Chief of Police. An EOC may be activated at 4825 Troost, room 214,
or at the Provost Conference Room, Administrative Center. An Incident Command Post shall be
established.

310.63 Disaster

During a Disaster, the ENS will be activated. All Incident Command Staff members shall report to
the ICP or EOC as directed. If a primary site is not available, an alternate ICP or EOC site will be
established by the Director/Chief of Police. Command Staff members shall report as requested
and shall also provide the following items, as appropriate:

All University property keys checked out to them.
Pagers

Cellular phones with extra batteries

Laptop PC with extra batteries, if any

Two way radios with extra batteries, if any

310.70 Deactivation of Emergency Incident Operations

At the close of Incident Operations, the Incident Commander will notify the Operations Section
Chief to begin the stand-down phase of operations according to the procedures developed as
part of the Incident Action Plan for that incident.

310.80 Incident Documentation

Each participating department, section, building, or function manger or supervisor is responsible
for documenting all activities and expenditures associated with the discharge of his/her
emergency functions. Additionally, each emergency response entity will retain documents
associated with its activities during the response. These documents, although local in origin, will
be based primary on the formats and purposes devised for federal ICS forms for the following
purposes:

= Provide a basis to assess the emergency and evaluate the response

= |dentify areas where campus preparedness activities worked well and those areas that
need improvement

= Verify all emergency related expenses and document efforts to recover such expenses

= Assist recovery in the event of litigation

All documents, status sheets, daily logs, and forms shall be kept along with all financial records
and photographs related to the emergency. The Finance/Administration Section Chief shall
request documentation, including post-incident reports, from any responding agency that
participated in the incident response.
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320.00 Responding to ENS Notification
The Emergency Notification System (ENS) is only activated upon the direct order of the
University Chancellor and/or designee.

Once the ENS is activated, UMKC-PD dispatch will contact all Incident Management Team
members and provide them with the appropriate instructions for reporting to either the ICP or the
EOC, as directed by the IC.

320.10 Command Staff (Policy Group)
The following members of the Command Staff will report to the ICP or EOC as directed or shall
remain on Stand-By status.

= Chancellor

=  Provost

* Vice Chancellor for Student Affairs and Enroliment Management
= Vice Chancellor for Administrative Services

= Vice Chancellor for Advancement

= Deputy Chancellor for Diversity, Access and Equity

= Chief of Police

= Chief of Staff

= Police Captain, Patrol Division

= Assistant Vice Chancellor, Campus Facilities Management
= Assistant Vice Chancellor, Human Resources

= Director, Environmental Health and Safety Department

= Director, Public Relations

320.11 Incident Command Staff
Incident Command Staff members will be contacted by the IC and requested to:

= Report to the ICP to conduct IC operations
= Report to the EOC to perform policy group and critical support functions, or
= Remain on stand-by status

320.12 Operations Section Staff
The Operations Section shall serve in a direct support capacity to the Incident Command Staff.
The Operations Section shall include, but is not necessarily limited to the following individuals:

Senior Command Officer, UMKC-PD
Director of Environmental Health and Safety
Director of Facilities Management

Director of Student Health Services

AVC, Student Affairs

Once the EOC has been activated, all Operations Section staff will respond to the EOC unless
directed otherwise by the Operations Section Chief. If an ICP only is being staffed, the Operations
Section staff will be contacted by the Operations Section Chief and shall either report to the ICP
or remain on standby alert, as directed.

330.00 Emergency Facilities

Whenever a critical incident, crisis, or disaster occurs or is imminent, it shall be the responsibility
of the on-duty UMKC-PD personnel to set up and staff an Incident Command Post (ICP) and/or
an Emergency Operations Center (EOC), as appropriate. In addition, regular University Police
facilities are to be fully staffed and operational at all times during the incident.
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330.10 Incident Command Post (ICP)

A University Police vehicle or other suitable vehicle may be used as an Incident Command Post
(ICP). The ICP is to be located as close to the emergency scene as possible to enhance tactical
control. At least one uniformed officer or police dispatcher is to staff the ICP at all times until
tactical operations terminate. A small stationary office with a desk, chairs, and a telephone may
also be established as near to the scene as may be determined necessary by the Director/Chief
of Police or his/her designate. The ICP may be maintained in addition to any EOC at the
discretion of the Chief of UMKC-PD.

During the selection of any stationary ICS location, an alternate site should also be selected, in
the event that relocation of the ICS is required due to safety concerns or other reasons.

330.11 ICP Equipment List
The following types and quantities of equipment suitable for an ICP should be considered for
staging as required:

Barricades, barrier tape, and signage for the scene

Portable hand radios (minimum of two) with spare batteries

Portable public address system unit

First aid kit

Campus telephone directory, a State Government Telephone Directory, and a
local Telephone Directory to include Yellow Pages sections

Three copies of the University EOP

Flashlights (minimum of 10) with extra batteries

Cellular telephone(s) and extra batteries and/or charging capabilities

High Visibility Vests (10)

Command Post Location Marker or other suitable means of ICP identification,
and

= Campus maps/area maps

330.20 Emergency Operations Center (EOC)

If any incident exceeds or is likely to exceed available campus capabilities and resources, an
Emergency Operating Center (EOC) will be established at UMKC-PD, room 214. If this location is
unsuitable or unavailable, the UMKC-PD Chief shall select another location and shall so inform
the UMKC-PD dispatcher. At least one uniformed police officer is to staff the EOC at all times
until the incident is resolved.

During the selection of any stationary EOC location, an alternate site should also be selected, in
the event that relocation of the EOC is required due to safety concerns or other reasons. This
space is activated at the direction of the UMKC-PD Chief and remains so until the IC decides to
deactivate it. The main EOC and back-up EOC should each take approximately 20 minutes and
one hour, respectively, to become operational. (The actual desired times for setup goals to be
determined by planning and exercising, etc.)

330.21 EOC Equipment List
The following types and quantities of equipment suitable for an EOC should be considered for
staging as required:

= All equipment contained within an ICP, plus

= An emergency power source (gas generator & fuel sufficient for an initial 72 hour
period)

= Tables, desks and chairs sufficient to accommodate IC Staff and all support staff,
to include a refrigerator and coffee maker

= Copy machine

= Two-way radio base station, battery operated AM/FM radio and a television

= Telephone equipment as follows:
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0 Dedicated lines for Incident Commander use (min. of 2)

0 Dedicated lines for Incident Command Staff use (min. of 2)

o Cellular telephones (min. of 3)

Sanitary facilities

Campus maps, drawings/blueprints of buildings, HVAC systems, etc.
Computer work station and printer that has network capabilities
Pads, envelopes, writing implements and other office supplies

A Fax machine with broadcast capabilities

Cots suitable for temporary sleeping areas

330.30 Staging Areas

One or more staging areas for arriving off-campus responders, equipment, and other resources
shall be established by the AVC of Administrative Services. For operations of the Incident
Command Staff, a permanent conference room with facilities for emergency response elements
that is designed to accommodate multiple telephone and/or electrical devices shall be established
by the UMKC Police Department. In the event this established facility is not available, another
suitable alternate site shall be chosen.

Staging areas should be located either on or as near to the campus as possible, but not in such
close proximity to the incident site as to interfere with site operations or to be endangered by the
incident.

330.40 Media Center/JIC

If a campus incident is expected to last for more than eight hours, a site for a media center/Joint
Information Center (JIC) will be established in Pierson Auditorium or elsewhere at the direction of
the Director of Public Relations. Parking adjacent to these facilities will be reserved for media and
staff vehicles.

The media center/JIC will include space for the media reporters, a podium, a multimedia box,
backdrop, and appropriate signage. If a JIC is established, the site should contain enough space
for meeting rooms and have the capacity to support JIC operations.

Backup media facilities will be located at the Swinney Recreation Center and the University
Center.

330.41 Campus Telephone Center

At the direction of the Director of Telecommunications, a Campus Telephone Center will be
established at 51% Street Annex Building. The telephone phone center will be used to answer
inquiries from students, employees, and relatives regarding the nature and consequences of the
emergency.

330.50 Area Maps

Insert maps of potentially affected campus and surrounding areas in this section. Show building
and facilities sites, roads, parking areas, areas of particular concern and other elements that may
have an impact on campus infrastructure during any critical incident or emergency.

400.00 Emergency Assistance Contact Numbers
This section of the EOP identifies the contact names and telephone numbers of on-campus and
off-campus resources available to assist campus personnel.

Although a wide range of services and assistance resources have been identified, the listings
should not be considered all inclusive. Emergencies and disasters can affect the University in
numerous ways and resources may not always be available from traditional sources. In the event
of a Crisis or Disaster on campus, flexibility to seek resources by extraordinary measures may be
pursued by the Incident Management Team and others.
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400.10 On-Campus Resources
Police Services
UMKC-PD: All Emergencies/Disasters: 911
Main Telephone: 816-235-1515
Contact Name 1: On-duty Supervisor
Facilities Management
Skilled workers are available from Facilities Management 24 hours per day, 365 days per year.
They provide the following emergency services:
= Utilities: Repairs to water, gas, electric and sewage systems.
= Structures: Repairs to structures and mechanical equipment, including heating
and cooling systems.
= Equipment: Portable pumps, generators, floodlights, welders, air compressors,
etc.
= Transportation Services (Buses)
Main  Tel. # 816-235-1354
Contact Name 1: Bob Simmons [AVC, Adm. Svcs.] Ext. # 1354
Contact Name 2: Billy Drake [Carpenter Shop] Ext. # 1354
After 5:00 PM, Weekends/Holidays Tel. # 1515 — Campus Police

To Schedule Repairs/Maintenance Tel. # 1354
For immediate Call-out for repairs, debris removal, site containment, etc.:

Contact Name 1: Tony Cole [Maintenance] Ext. # 1354

Contact Name 2: Corey Key [Building Services] Ext. # 1630

Residential Life

Residential Life can provide such items as temporary housing, bedding, sanitary facilities, and
food services to support a wide range of emergency situations.

Main  Tel. # 816-235-8840

Contact Name 1: Eric Grospitch, Ed. D. [Director] Ext. # 8840

Contact Name 2: Joe Cantona [Facility Operations] Ext. # 8840

Swinney Recreation Facilities:

The Swinney Recreation Facility and other facilities may be utilized as temporary housing, dining,
or storage facilities during an emergency.

Main  Tel. # 816-235-2712

Contact Name 1: Marsha Pirtle [Director] Ext. # 2712

Contact Name 2: Tom Schultz [Recreation Manager] Ext. #2724
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Office of Environmental Health and Safety

The Environmental Health and Safety provides emergency response and assistance for spills of
hazardous chemical, biological, or radioactive materials. EHS assists with the coordination of spill
control, cleanup, and disposal efforts for hazardous materials.

Main  Tel. # 816-235-5241

Contact Name 1: William Leutzinger, Sr. [Director] Ext. # 1157

Contact Name 2: Tony Brown, Sr. [Environmental Chemist] Ext. # 1642

Emergency (24 Hours): call the UMKC-PD administrative number and request UMKC-PD to page
Environmental Health and Safety

Information Services - Computing, Voice, Data, and Video

Information Services provide extra radios, telephones, batteries, and communications back-up
resources, and can contact outside contractors to restore communications services.

Main  Tel. # 816-235-2000

Contact Name 1: Dr. Mary Lou Hines-Fritts Ext. #1107
Contact Name 2: David Johnston [Director] Ext. # 1199
Purchasing Department

Main  Tel. # 816-235-1371

Contact Name 1: Catherine Barker [Manager] Ext. # 1375

Contact Name 2: James Shatto [Senior Buyer] Ext. # 1397
Counseling Services

Main  Tel. # 816-235-1635

Contact Name 1: Marita Barkis [Director] Ext. #1219
Contact Name 2: Arnold Abels [Associate Director] Ext. #1218
Student Health Services

Main  Tel. # 816-235-6133

Contact Name 1: Sandra Handley [Administrator] Ext. #6133
Contact Name 2: Janet Hessell Ext. # 6133
Office of Public Relations

The Office of Community and Public Relations provides media support services and acts as a
direct liaison with the Office of the University Chancellor.

Main  Tel. # 816-235-1585

Contact Name 1: John Allen Ext. # 1585
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Contact Name 2: Wandra Brooks Green Ext. # 1601
400.20 Off-Campus Resources

Local Police Department

Emergency #: 1-911

County Sheriff

Main  Tel. # 816-524-4302

Contact Name 1: Tom Phillips

Missouri State Highway Patrol

Main Tel. # 816) 622-0800

Contact Name 1: Captain Vincent J. Ellis, Lee’s Summit Office

Fire Services

Emergency #: 1-911

Main  Tel. # 816-784-9200

Contact Name 1: Chief Smokey Dyer

State Fire Marshal

Main  Tel. # 573-751-2930

Contact Name 1: Randy Cole, State Fire Marshal

State Emergency Management Agency

Main  Tel. # 573-526-9101

Contact Name 1: Ronald M. Reynolds, Director

Jackson County Emergency Management Agency

Main Tel. # 816-881-3649 [Jackson Cty.] Other/Alt Tel. # 816-881-4625
Contact Name 1: Michael Curry, Director

State Health and Environmental Services — Emergency Response
Main  Tel. # 1-800-392-0272

Other/Alt Tel. # MO. Dept. of Natural Resources 1-800-361-4827
Other/Alt Tel. # 573-751-3443

County Department of Public Health

Main  Tel. # 816-404-6415
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Contact Name 1: Dr. Paula S. Livingston

Center for Disease Control

Main  Tel. # 1-800-311-3435 Other/Alt Tel. # 404-498-1515
Contact Name 1: Julie Louise Gerberding, Director

DEP (Clean-up)

Main  Tel. # 573-634-2436 [24-hr]

Contact Name 1: Missouri Department of Natural Resources
State Department of Nuclear Safety

Main  Tel. # 816-283-7957

Contact Name 1: Richard Jordan, Coordinator, FEMA
County Medical Examiner

Main  Tel. # 816-881-6600

Contact Name 1: Mary H. Dudley, M.D.

Other Administrative Assistance
Missouri Office of Homeland Security

Main Tel. # 573-522-3007 Other/Alt Tel. # 573-751-1619

Contact Name 1: Mark James, Director

Contact Name 2: Paul Fennewald

Governor's Office

Main  Tel. # 573-751-3222

Contact Name 1: Trish Vincent, Chief of Staff Ext. # 573-751-5261
American Red Cross Disaster Services

Main  Tel. # 816-931-8400

Miscellaneous/Others
City services

Name of Resource: Office of Emergency Management
Main  Tel. # 816) 784-9040

Contact Name 1: D.A. Christian, Manager
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Federal services

Name of Resource: National Weather Service — regional office
Main  Tel. # 816-540-6021

Name of Resource: Department of Homeland Security

Main  Tel. # 202-282-8000

Contact Name 1: Michael Chertoff, Secretary

Name of Resource: FEMA

Main  Tel. # 800-621-3362

500.00 Annual Training

Training will be conducted on at least an annual basis for all designated first responders. This
training will include tabletop exercises and other contextual training. The Chief of UMKC-PD or
the Director of Environmental Health and Safety, as appropriate, will supervise and coordinate
such training.

500.10 Exercises and Evaluations

The Planning Section Chief shall develop a program of periodic evaluation and training that is
compatible with the federal, state and local governments that coincides with the goals and
doctrines of the U.S. Department Homeland Security, Office of Domestic Preparedness,
Homeland Security Exercise and Evaluation Program. The Homeland Security Exercise &
Evaluation Program (HSEEP) contains doctrine and policy for designing, developing, conducting
and evaluating exercises. HSEEP is a threat- and performance-based exercise program that
includes a cycle, mix and range of exercise activities of varying degrees of complexity and
interaction.

(See the link at http://www.ojp.usdoj.gov/odp/docs/hseep.htm)

500.20 EMS Training and Medical Training shall be monitored

The Planning Section Chief, in coordination with others, shall devise and research training
opportunities to access or ensure that EMS and medical training is available and appropriately
delivered to local responders according to applicable federal, state, and local standards, including
licensing and certification.

600.00 Infrastructure Protection

610.00 Threat Assessment and Evaluation (T&RA) Program

As soon as practicable, and periodically thereafter, the AVC of Facilities Management shall
devise and implement a program whereby each physical asset and/or facility of the University
shall be inspected and evaluated for risk potential.

610.10 Purpose

The purpose of this program will be to perform a Threat and Vulnerability Assessment and to
implement solutions identified during these assessments to enhance security and improve
campus preparedness.

610.20 Methodology
Upon completion of such inspection, a report shall be filed with Facilities Management that details
the evaluation of risk and makes recommendations on ways to decrease the vulnerability of the
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asset or facility. The TEEX/NERRTC Campus Preparedness Assessment Instrument or its
equivalent may be used to collect and evaluate the necessary data.

In addition, diagrams, blueprints and similar materials shall be assembled for each campus facility
and shall be submitted to the AVC of Facilities Management and the Director/Chief of Police for
use during both routine and emergency operations.

All such reports shall be used by the Director of Facilities Management to document the
deficiencies found and make recommendations for the purpose of improving campus
preparedness and security.

700.00 The Law Enforcement Information Sharing Program
A Law Enforcement Information Sharing Program should be devised and initiated as soon as
practicable by the UMKC-PD Chief of Police.

700.10 Purpose

The purpose of this program shall be to increase communications between campus law
enforcement and other law enforcement agencies at all levels of government to enhance safety
and security measures against criminal and terrorist threats against the campus and surrounding
communities and to enhance cooperative efforts to combat such threats.

700.20 Methodology

As soon as practicable, the UMKC-PD Director/Chief of Police shall devise and implement a
program designed to maximize the interaction of the campus law enforcement community with
the appropriate members of government law enforcement agencies and sister campus security
agencies. In order to ensure the timely receipt of threat information, the Chief of UMKC-PD shall
establish a working relationship with:

The SAC of the FBI field office

The regional Joint Terrorism Task Force (JTTF)
State and local law enforcement officials, and
Others, as appropriate

800.00 Campus Response to National Threat Alert Levels
The Chief of UMKC-PD may consider any of the following steps, as well as any others, calibrated
to local, state, or national threat alert levels:

= Consider assigning officers as liaisons with international student groups on campus (in
addition to potentially eliciting life saving information, these officers may build trust and
allay the fears such groups may have)

= Establish a management team responsible for directing implementation of the campus
EOP

= Immediately review the campus EOP, TIA, and mutual aid agreements with the
management team, command staff and jurisdictional partners.

= Ascertain the need for additional staff training

= Consider assigning a campus liaison officer to the local EOC

= Review leave policies and SOPs for reassignment of plainclothes officers to uniform duty
to enhance visibility and coverage to critical areas

= Update your most recent risk assessment inventory

= Increase physical checks of critical facilities during periods of increased alert

= Establish a single point of access for each critical facility and institute 100% identification

checks
= Limit public access to critical facilities and consider escort procedures for authorized
persons
= Increase administrative inspections of persons and their possessions entering critical
facilities
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= Increase administrative inspections of vehicles and their contents

= Assess adequacy of video monitoring

= Assess adequacy of physical barriers outside sensitive buildings and the proximity of
parking areas

= Ensure adequacy of your emergency alert and communication system for students,
faculty, staff and visitors

= Review your parent communication and reunification plan and educate all stakeholders

900.00 Annual Plan Reviews

900.10 The EOP shall be reviewed at least once each year

On or about January 1 of each year, the Chancellor of the University shall cause an annual
review of the EOP to be conducted. As a result of this review, any updates and/or changes shall
be incorporated into this Plan and shall be distributed to users as soon as possible.

900.20 Emergency Action Plans
On or about January 1 of each year, each Building/Facility Emergency Action Plan shall be
reviewed, updated and submitted to the Office of Facilities Management for approval.

900.30 Reporting Status of Plan Revisions

The Director of Facilities Management shall devise a system to manage and track the updating of
all Building/Facility Plans and shall notify the Office of the Chancellor of the status of this project,
in writing, no later than April 1 of each year.

900.40 Emergency Communication Plan

On or about January 1 of each year, the Logistics Section Chief shall conduct a review of the
campus Emergency Communications Plan. As a result of this review, any updates and/or
changes shall be incorporated into this Plan and shall be distributed to users as soon as possible.
This review shall be conducted whether or not plan updates have been accomplished at any time
since the previous review.

900.50 Emergency Support Function Annexes

The UMKC EOP Emergency Support Function Annexes are similar to the Emergency Support
Function Annexes of the National Response Plan. They describe how the various departments of
UMKC support emergency operations. This description also describes the broad actions and
functions of governmental and private sector response agencies. On or about January 1 of each
year, the Emergency Support Function Annexes shall be reviewed by each responsible author as
noted in the parentheses below. Any changes shall be forwarded to the UMKC Chief of Police for
review, approval by EOC committee and inclusion in the EOP.

List of Emergency Support Function Annexes

ESF #1 Communications (Director, Public Relations)

ESF #2 Environmental Health and Safety (Director, Environmental Health and Safety)
ESF #3 Public Works and Utilities (AVC, Facilities)

ESF #4 Emergency Support Services (Director, Environmental Health and Safety)
ESF #5 Mass Care and Sheltering (Director, University Center)

ESF #6 Finance and Resource Management (AVC, Business Services)

ESF #7 Health, Mental Health, and Medical Services (Director, Counseling Services
Director, Student Health and Wellness)

ESF #8 Technology Systems (CIO and Vice Provost)
ESF #9 Law Enforcement (Chief of Police)
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ESF #10 Damage Assessment and Recovery (AVC, Facilities)
ESF #11 Evacuation and Transportation (AVC, Facilities)

ESF #12 Pandemic Influenza (Director, Environmental Health and Safety)
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Communications

1.1 Purpose

This Annex describes how information will be communicated to the University community and the
general public in the event of a major emergency or disaster involving the University campuses.
Appendix 1-1 includes the National Incident Management System information regarding optimal
communications and information management practices.

1.2 Responsibilities

The Director of Public Relations or his/her designee will function as the official University Public
Information Officer (P1O) during emergencies or disasters. As the PIO, the Director of Public
Relations — or his/her designee — is responsible for gathering official information and communicating
that information to the Chancellor, other senior University officials, the media, internal audiences, and
the general public. The Director of Public Relations is solely responsible for coordinating media
relations during an emergency or disaster and will maintain a list of current media outlets and
contacts.

The following information concerning major emergencies/disasters will be provided to the media as soon as
possible:

Nature of disaster

Location of disaster

Time of disaster

Number of people involved

Continuing hazards

Environmental impact

Economic impact

Agencies involved in response

Scope of agency involvement and activity

Extent of estimated public and private damages
Safety instructions

How the public may volunteer and provide assistance
Telephone numbers for donations and donations policy

NOTE: In the event of injury to or death of a UMKC professional or student, only the
Director of Pubic Relations or designee is authorized to release information about the
victim (name, title, age) to the media. The release of this information will not occur until
notification of family is confirmed. The Director of Public Relations is responsible for
compliance to UM Rules and Regulations and the policies and guidelines of Human
Resources, FERPA and HIPAA.

In addition to communicating with the media, the PIO will develop and lead communication efforts to the
internal University community working with other University departments as necessary. Emergency
information efforts will focus on specific event-related information. This information will generally be of an
instructional nature focusing on such things as warning, evacuation, and shelter. It is also important to keep
the public informed of the general status/progress of events.

For internal notification of key administrative staff, the PIO maintains a “Crisis Communications”
document with detailed procedures and a “Confidential Administrative Telephone Directory”
containing contact information.

1.3 Public Information and Communication — Operations
The PIO enables the UMKC Alert! process to communicate to the University community and general
public. UMKC Alert! includes text messaging and personal voice mail via a third-party vendor; voice
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mail and email announcements to UMKC.edu addresses; UMKC home page and UMKC Alert! web
notification and updates; and reports to media. The PIO uses telephone, wireless phones, fax, pagers
and email to communicate between staff members. The Director of Public Relations maintains a list of
24-hour contact information for Public Relations staff.

At least one member of the Public Relations staff is available by cell phone and/or pager on a 24-
hour/7-day basis.

1.4 Emergency Public Information

Public Relations will arrange for the release of information to the media through standard print and
broadcast channels. In addition, The PIO is able to communicate directly to the University community
through various mediums including voicemail, Web sites, phone trees, face-to-face contact, and
broadcast e-mails. The primary location for the dissemination of public information is at Administrative
Center, 5115 Oak Street, Kansas City, Missouri. Alternate locations may be designated if necessary.

= Public Relations will be responsible for disseminating information and instructions through the media to
the public on a timely basis and will coordinate all information released to the media.

= The Public Relations Director or his/her designee will be the Public Information Officer (P10) for the
University. If necessary, the Director of Public Relations will identify additional spokespersons from other
departments, areas of expertise, or administrative units. Public Relations will work with these individuals
to prepare for and coordinate media contact.

= The PIO Officer will be responsible for verifying the accuracy of all information to be released to the public
with the On-scene Incident Commander.

= The PIO will ensure that a system exists for responding to the inquiries of families regarding the status of
campus occupants.

= The PIO will work with the Department of Environmental Health and Safety to prepare materials on the
health risks associated with each hazard, the appropriate self-help or first aid actions, and other
appropriate survival measures.

= The PIO will coordinate with the Office for Student Disability Services to prepare materials for the visually
impaired and non-English speaking groups, if appropriate.

= The PIO will coordinate with the Dept. of Environmental Health and Safety, the University Police
Department and emergency personnel to “prepare evacuation and shelter in place” instructions.

= The PIO will work with the Assistant Vice Chancellor of Business Services and Manager of Parking and
Transportation Services to identify locations of staging areas and pickup points for evacuees without
private automobiles or other means of transportation. Public Relations will be responsible for
dissemination of this information.

= The University Police Department will be responsible for the preparation of information relating to criminal
activity and the investigation thereof. Public Relations will assist in the dissemination of this information.

= Large-scale emergencies and disasters such as acts of terrorism will require close and extended
coordination with city, county, state and federal agencies. The Director of Public Relations or his/her
designee will serve as a representative to Joint Public Information Centers (if established), to ensure
that information flows to and from such centers and to coordinate all media requests for information,
interviews, scene access, etc. relating to the University.

1.5 Policies

= Only the PIO will disseminate public information to the appropriate media, agencies, and individuals
using established procedures. The University will always try to notify those most affected and the
immediate University community (students, faculty, staff, and parents) before communicating more
broadly to the public.

= If it becomes necessary to establish a news briefing room, Public Relations will coordinate space for
this purpose. News media personnel will be informed of the location and asked to report to this
facility.

= In the event of a protracted disaster/emergency, public updates will be issued on a regular basis.

= The PIO will utilize campus and local major media outlets for the dissemination of emergency public
information
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All information released to the news media during an emergency will be posted on the Web and
accessible from the University web site

1.6 Procedures
During an emergency, the PIO or his/her designee is responsible for:

1.7 Pub

Contacting key PIO/ Public Relations staff members.

Contacting key emergency personnel and University departments to obtain information on the status
of the disaster/emergency.

Responding to requests for information from the media and public.

Releasing prepared messages to the media and to all University emergency services units.

In conjunction with the Incident Commander and other University personnel, conferring with state and
federal agencies to obtain and coordinate the release of technical information to the media and
public.

Coordinating and disseminating information to students, staff, and faculty through UMKC Alert!,
including text messages, voicemail, Web sites, phone trees, face-to-face contact, and broadcast e-
mails.

Coordinating and releasing information to families of students, staff, or faculty as needed, in
consultation and cooperation with Human Resources and Student Affairs.

lic Information and Communications — Resources

Table 1.7-1 Office of Public Relations

Name Position

John Allen Director, PR
Wandra Green Assoc. Director
John Austin Senior PR Specialist

Sarah Morris

AVC, Comm.

Mary Larson-Diaz

Dep. Chanc., Ext. Rel.

Table 1.7-2 Local Television Stations

Media Outlet Telephone Fax Email

KCTV 5, Newsdesk 913-677-7211 913-677-7243 dpinter@kctv5.com
David Pinter

KMBC-TV 9 816-760-9320 816-421-4163 smccarthy@hearst.com
News Editor

KSHB-TV 41 816-932-4141 816-932-4145 kaut@kshb.com

Steve Kaut

WDAF-TV Fox 4 816-932-9123 816-561-9221 news@wdaftv.com

Table 1.7-3 Local Radio Stations

Media Outlet Telephone Fax Email
KCUR 816-235-2687 816-235-2864 morrisf@umkc.edu
Frank Morris
KCMO 913-514-3000 kpatrick@710kcmo.com
Kevin Patrick
KMBZ 913-744-3600
Nichole Teich
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Table 1.7-4 Local Daily Newspapers and Wire Services

Media Outlet Telephone Fax Email

Kansas City Star 816-234-4419 816-234-4923 mdwilliams@kcstar.com
Mara Rose Williams

Associated Press 816-421-4844 816-421-3590 kbreaux@ap.org

Kia Breaux

Reuters 913-663-2658 913-663-2698 carey.gilliam@reuters.com
Carey Gilliam

1.8 Warning and Notification

Purpose
This section provides an overview of the responsibilities and the procedures whereby the notification of key
University officials and the warning of the general public, students, faculty and staff are accomplished.

Outdoor Warning Sirens

There is 100 percent outdoor siren coverage for the population of the University of Missouri-Kansas City
Campuses. The warning system is designed for outdoor warnings only; individuals are encouraged to
purchase weather alert radios for complete indoor coverage.

Alarms
In most buildings, alarms will sound in the event of a fire or other emergency. These are a call to evacuate.

Phones
Recorded message(s) will be made available via campus phones during an emergency.

Other Methods
UMKC Alert! may be activated to alert an emergency situation on campus.

Siren Locations and Coverage for Volker and Hospital Hill Campuses
Maps for siren locations for both campuses are included in Appendix 1-2.

Guidelines for Warning and Notification

= In any emergency, notifications to affected students, faculty, researchers, and staff must begin
immediately

= Any facilities-related emergencies are transmitted to 9-1-1

= The police dispatcher will dispatch assistance to the scene, and notifies the police supervisor on duty.
The supervisor on-duty notifies the Patrol Commander and the Chief of Police. The dispatcher will
make other notifications as needed

During a limited incident, response units simply alert building liaisons, department managers,
directors, and/or others as appropriate of the situation and provide updates throughout the course of
the event. (In some cases, the Public Information Officer may issue bulletins to affected units).

Notification and Responsibilities of Deans, Directors, and Other Department Heads
Deans, directors and department heads also need to send and receive information in an emergency.

Emergency Response personnel or the Police supervisor on-duty will directly notify the heads of
colleges/schools or units affected by the emergency.

In the event of major emergency operations situations where the Emergency Operations Center (EOC) is
mobilized, the heads of these major divisions of the University have specific requirements:
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= Gather information about the status of their college/school and report it to the Planning Officer at the
EOC within 12 hours of the declaration. In some cases, those units directly affected by the
emergency may be asked to report sooner

= Gather information about the status of their college and report it to the Planning Officer within 3 hours
of the declaration of emergency. Follow-up reports are needed at 6 hours, 12 hours and 24 hours
after the declaration. Thereafter, a daily report on the status of the college is needed until emergency
operations are terminated

= “Status” includes reporting on the overall ability to perform the mission of the college (including
business and teaching functions), lost data; physical damage; and personnel issues

=  The preferred manner of reporting is by e-mail. Assuming the e-mail infrastructure is available, send
reports to AVC, Business Services. Alternatively, fax the information to 235-5576. The least desirable
method, and the method of last resort, is to hand deliver the report to the EOC at 4825 Troost, room
214, or the designated alternate site. The Office of Public Relations will inform Deans, directors and
department heads of an alternative drop-off site

Notification Methods

The delivery of internal and external emergency information is planned and coordinated by the Office
of Public Relations. Students, faculty, staff and the public will learn information through the following
means:

= Notification lists and call-down lists

= The tenants of each building, through the building Emergency Action Plan (EAP), are responsible for
developing and maintaining vertical communications lists to “spread the word” of emergency
situations throughout the building. Each University department is required to maintain procedures and
lists that will enable the department to notify their staff in all facilities of emergency information 24
hours per day

= UMKC Alert will be enabled by Public Relations, communicating emergency messages via
text messaging, voice and email, and UMKC home page and UMKC Alert! website. The
University help line and information line also will convey status messages.

= PIO and Office of Public Relations will provide Information to local media outlets for
broadcast

This coordinated approach to disseminating critical emergency announcements will provide quick,
reliable, and consistent information to our community and will reduce general demand on vital
emergency communications lines.

In the event that emergency conditions disrupt power and telephone service, emergency information
and emergency communications will be profoundly restricted. Until these systems are restored,
messengers, radios, cellular phones, and any other means available will be used.

1.9 Closings and Evacuations

Responsibilities
The following officials will recommend and/or commence evacuations:

= Police Chief or designee
= Director, Environmental Health and Safety

The Police Department will be responsible for:

= Providing and coordinating security in the affected areas of a critical incident and evacuation areas to
protect persons and property

= Providing security in the affected incident area and evacuation area to insure the personal safety of
the public and emergency response personnel

= Providing security to congregate care facilities as resources are available and required
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Providing assistance and coordination of evacuations requested by the affected Municipal Emergency
Responders

Providing traffic control for critical incidents and all evacuations

Providing coordination of assistance to evacuated individuals with disabled vehicles and mobility-
impaired persons

Providing assistance and coordination of any subsequent criminal investigation including evidence
preservation & collection, crime scene processing, interviewing and interrogation, and other
investigative functions

In severe weather cases, the Chancellor and/or Provost have responsibility for making any closings
and/or evacuation decisions after s/he consults with campus authorities. This Emergency Operations
Plan does not change or otherwise affect this procedure

The Incident Commander may order the evacuation of any structure if needed to provide for
immediate safety needs

In all facilities equipped with audible fire alarms, University staff, students, and faculty are expected to
evacuate the building immediately. It is the responsibility of all staff and faculty to familiarize
themselves with evacuation routes from their work locations and to direct others to safe routes as
needed

This plan anticipates that the evacuation of structures on campus will require the assistance of
University Personnel as well as Emergency Responders from local area entities. If possible,
evacuation of a campus or a large area of a campus will be done sequentially, in order to reduce
gridlock and other “infrastructure” stress.

Planning templates have been developed for each building on the campus to help them develop
individual evacuation plans.

Maps of Evacuation Routes
Appendix 1-2 includes evacuation route maps.
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Appendix 1-1
National Incident Management System (NIMS): Chapter V, Communications and
Information Management

Effective communications, information management, and information and intelligence sharing are critical
aspects of domestic incident management. Establishing and maintaining a common operating picture and
ensuring accessibility and interoperability are principal goals of communications and information
management. A common operating picture and systems interoperability provide the framework necessary to:

= Formulate and disseminate indications and warnings;

= Formulate, execute, and communicate operational decisions at an incident site, as well as between
incident management entities across jurisdictions and functional agencies;

= Prepare for potential requirements and requests supporting incident management activities; and

= Develop and maintain overall awareness and understanding of an incident within and across
jurisdictions.

Prior to an incident, entities responsible for taking appropriate preincident actions use communications and
information management processes and systems to inform and guide various critical activities. These actions
include mobilization or predeployment of resources, as well as strategic planning by preparedness
organizations, multiagency coordination entities, agency executives, jurisdictional authorities, and EOC
(Emergency Operations Center) personnel. During an incident, incident management personnel use
communications and information processes and systems to inform the formulation, coordination, and
execution of operational decisions and requests for assistance.

A. CONCEPTS AND PRINCIPLES.

1. A Common Operating Picture Accessible Across Jurisdictions and Functional Agencies.

A common operating picture allows incident managers at all levels to make effective, consistent, and
timely decisions. Integrated systems for communication, information management, and intelligence and
information sharing allow data to be continuously updated during an incident, providing a common framework
that covers the incident’s life cycle across jurisdictions and disciplines. A common operating picture helps
ensure consistency at all levels of incident management across jurisdictions, as well as between various
governmental jurisdictions and private-sector and nongovernmental entities that are engaged.

2. Common Communications and Data Standards.

Common communications and data standards, and related testing and compliance mechanisms are
fundamental to an effective NIMS. Communications interoperability in the context of incident management is
also critical. Effective communications outside the incident structure—between other levels of government
and between government and private entities—for resources and other support is also enhanced by
adherence to such standards. Although much progress has been made in these areas, much more work
remains to be done. Additional progress toward common communications and data standards and systems
interoperability will be accomplished over time through a sustained collaborative effort facilitated by the NIMS
Integration Center.

B. MANAGING COMMUNICATIONS AND INFORMATION.
NIMS communications and information systems enable the essential functions needed to provide a
common operating picture and interoperability for incident management at all levels in two ways:

1. Incident Management Communications.
Preparedness organizations must ensure that effective communications processes and systems exist
to support a complete spectrum of incident management activities.

The following principles apply:

a. Individual Jurisdictions.
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These will be required to comply with national interoperable communications standards, once such
standards are developed. Standards appropriate for NIMS users will be designated by the NIMS
Integration Center in partnership with recognized standards development organizations (SDOs).

b. Incident Communications.
These will follow the standards called for under the ICS. The IC manages communications at an
incident, using a common communications plan and an incident-based communications center
established solely for use by the command, tactical, and support resources assigned to the incident.
All entities involved in managing the incident will utilize common terminology, prescribed by the NIMS,
for communications.

2. Information Management.
The NIMS Integration Center is charged with facilitating the definition and maintenance of the
information framework required to guide the development of NIMS-related information systems. This
framework consists of documented policies and interoperability standards.

a. Policies

(1) Preincident Information.
Preincident information needs are met at the Federal, State, local, and tribal levels, in concert
with private sector and nongovernmental organizations, primarily through the preparedness
organizations described in Section 111.B.1.

(2) Information Management.
The information management system provides guidance, standards, and tools to enable
Federal, State, local, tribal, and private sector and nongovernmental entities to integrate their
information needs into a common operating picture.

3) Networks.
Indications and warnings, incident notifications and public communications, and the critical
information that constitute a common operating picture are disseminated through a
combination of networks used by EOCs. Notifications are made to the appropriate
jurisdictional levels and to private sector and nongovernmental organizations through the
mechanisms defined in emergency operations and incident action plans at all levels of
government.

(4) Technology Use.
Agencies must plan in advance for the effective and efficient use of information management
technologies (e.g., computers and networks) to tie together all command, tactical, and
support units involved in incident management and to enable these entities to share
information critical to mission execution and the cataloguing of required corrective actions.

b. Interoperability Standards.
Facilitating the development of data standards for the functions described below, including secure
communications when required, is the responsibility of the NIMS Integration Center described in
Chapter VII.

Standards will be developed in accordance with the following design goals:

(1) Incident Notification and Situation Report.
Incident notification takes place at all levels. Although notification and situation report data
must be standardized, it must not prevent information unique to a reporting organization from
being collected or disseminated.

UMKC EOP 1-8
Annex 1 — Communications
070108



)

®3)

(4)

(5)

(6)

()

UMKC EOP

Standardized transmission of data in a common format enables the passing of appropriate
notification information to a national system that can handle data queries and information and
intelligence assessments and analysis.

Status Reporting.

All levels of government initiate status reports (e.g., Situation Reports [SITREPS] and
Pollution Reports [POLREPS]) and then disseminate them to other jurisdictions. A standard
set of data elements will be defined to facilitate this process.

Analytical Data.

Analytical data, such as information on public health and environmental monitoring, is
collected in the field in a manner that observes standard data definitions. It is then transmitted
to laboratories using standardized analysis processes. During incidents that require public
health and environmental sampling, multiple organizations at different levels of government
often respond and collect data. Standardization of sampling and data collection enables more
reliable laboratory analysis and improves the quality of assessments provided to decision-
makers.

Geospatial Information.

Geospatial information is used to integrate assessments, situation reports, and incident
notification into a coherent common operating picture. Correct utilization of geospatial data is
increasingly important to decision-makers.

The use of geospatial data must be tied to consistent standards because of the potential for
coordinates to be transformed incorrectly or otherwise misapplied, causing inconspicuous,
yet serious, errors. Standards covering geospatial information should also be robust enough
to enable systems to be used in remote field locations, where telecommunications
capabilities may not have sufficient bandwidth to handle large images or are limited in terms
of computing hardware.

Wireless Communications.

To ensure that incident management organizations can communicate and share information
with each other through wireless systems, the NIMS will include standards to help ensure that
wireless communications and computing for Federal, State, local, and tribal public safety
organizations and nongovernmental organizations are interoperable.

Identification and Authentication.

Individuals and organizations that access the NIMS information management system and, in
particular, those that contribute information to the system (e.g., situation reports), must be
properly authenticated and certified for security purposes. This requires a national
authentication and security certification standard for the NIMS that is flexible and robust
enough to ensure that information can be properly authenticated and protected. While the
NIMS Integration Center is responsible for facilitating the development of these standards,
different levels of government and private organizations must collaborate to administer the
authentication process.

National Database of Incident Reports.

Through the NIMS Integration Center, Federal, State, local, and tribal organizations
responsible for receiving initial incident reports will work collaboratively to develop and adopt
a national database of incident reports that can be used to support incident management
efforts.
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Appendix 1-2
Maps for
Siren Locations and Coverage, Volker and Hospital Hill Campuses
and for
Evacuation Routes, Volker and Hospital Hill Campuses
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HAZARDOUS CHEMICALS AND WASTES

This Contingency Plan has been developed to minimize hazards to human health and the environments
from fires, explosions or any unplanned releases of hazardous chemicals or wastes (hereinafter,
hazardous materials) to the air, soil or surface water (hereinafter, environment) surrounding the
Department of Environmental Health and Safety Storage Building (EHSB) located at 5010 Troost Avenue,
Kansas City, Missouri. Even though the information and procedures contained in this Contingency Plan
relate specifically to the EHSB, they may be applied to any incident at any location at UMKC involving
hazardous materials.

2.1 General Information

The EHSB is divided into three distinct areas: 1) a hazardous materials storage area; 2) a radioactive
materials and waste (hereinafter, radioactive materials) storage area; and 3) an office and locker room
area (hereinafter, office). The EHSB storage area for hazardous materials has an estimated maximum
capacity of 5600 gallons. The materials present may be potentially toxic, ignitable, corrosive and reactive.
(There is a separate Contingency Plan for dealing with incidents involving mixed and radioactive
materials.) A general site plan and full description of the facility is available for review in the Department
of Environmental Health and Safety (hereinafter, EHS) along with a description of the hazardous
materials. The general site plan is also strategically placed on the walls of the facility marking the exits
from the building.

2.2 Emergency Coordinators

Provisions of this plan will be carried out at the discretion and direction of the Onsite Emergency
Coordinator for any incident resulting in the imminent or actual release of hazardous materials to the
environment surrounding the facility.

The authority of the Emergency Coordinator is directly related with his/her ordinal position in the table
below. The Primary Emergency Coordinator is the Number 1 Emergency Coordinator and all those
following, subordinate. In the absence of the Primary Emergency Coordinator, the ranking Onsite
Emergency Coordinator will be responsible for implementation of the Contingency Plan. In the absence of
any Emergency Coordinator on site, the ranking member of the Hazardous Materials Incident Response
Team (HMIRT) on site will be responsible for implementation of the Contingency Plan until an Emergency
Coordinator is on site.

Table 2.2-1 Emergency Coordinators

Ordinal
Position | Name/Title/Addresses Contact Information
1 William P. Leutzinger, Director of EHS (0) 816-235-1157

(0) Room 003, 4747 Troost Ave., Kansas City, MO 64110 leutzingerw@umkc.edu
2 Michael Bongartz, Captain and Interim Chief of Police (o) 816 235-6310

(o) Room 213E, 4825 Troost Ave., Kansas City, MO 64110 bongartzm@umkc.edu
3 Dennis Cesari, Assistant Vice Chancellor, Business Services | (0) 816-235-1151

(0) Room 103A, 4825 Troost Ave., Kansas City, MO 64110 cesarid@umkc.edu

Each Emergency Coordinator is on call whenever they are in the Kansas City metropolitan area. The
Emergency Coordinator is familiar with operations at the EHSB, the location of hazardous materials and
the records within the facility and the facility layout. Emergency Coordinators have the authority to commit
UMKC resources necessary to effectively implement the emergency procedures defined by the
Contingency Plan.
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2.3 Emergency Coordinator Training

Training for each Emergency Coordinator is provided annually. This includes information about the EHSB
and implementation of the Contingency Plan. The Director of EHS conducts the training program. The
Office of EHS maintains documentation for this training program.

2.4 Implementation of the EHSB Contingency Plan

EHS personnel observing any incident, condition or accident at the EHSB that might result in a fire,
explosion or any unplanned release of hazardous materials to the environment will notify the Campus
Police using the nearest accessible Campus telephone. A telephone is located in the EHSB Office. An
emergency telephone, with direct access to the Campus Police, is located near the central entrance to
the Chemistry/Biology Building. Dial (816)235-1515 or 911 (from a Campus telephone only) to report any
emergency on the Campuses.

The caller will inform the Campus Police of:

1) Name and position title

2) Present location

3) Nature of incident, condition or accident

4) Whether or not hazardous materials have been or will be released to the environment and, if
known, the time the release began, the duration of the release, or when the release may be
expected

5) Specific hazardous materials involved, if known

6) Any personal injuries, location of injured and their physical condition

7) Specific emergency services required

Following notification of the incident by the Campus Police, EHS personnel will make every reasonable
safe effort to control, mitigate or terminate the release or potential release of hazardous materials to the
environment until receiving specific instructions to do otherwise from the Onsite Emergency Coordinator.

The Campus Police will attempt to verify any report received from any source in regard to conditions at
the EHSB prior to initiation of the Contingency Plan. If it is determined that there has been, is, or may be
a release of hazardous materials due to a fire, and explosion or an unplanned occurrence, the Campus
Police will initiate the Contingency Plan.

2.5 Emergency Response Procedures
Emergency Response Procedures may be initiated by one of two methods:

First by the Campus Police; The Campus Police will attempt to notify an Emergency Coordinator of the
imminent or actual release of hazardous materials to the environment by starting at the top of the
Emergency Coordinator List until one is contacted and able to respond. If unable to contact an
Emergency Coordinator, the Campus Police will attempt to notify a member of the HMIRT starting at the
top of the HMIRT List until one is contacted and able to respond.

Second by and Emergency Coordinator; The Onsite Emergency Coordinator will notify the Campus
Police to initiate the Emergency Response Procedures.

2.6 Notification
When notified, the Emergency Coordinator must immediately:

1) Ensure that all UMKC personnel, students or general public in the immediate vicinity of the EHSB
are clear of the area but retained in a safe location until surveyed. EHS personnel may remain in
the EHSB or in the area nearby only if their activities are controlling, mitigating or delaying the
release of hazardous materials and are not unsafe.

2) Ensure that the appropriate Local and/or National emergency response agencies with designated
roles are notified if their response to the emergency is required.
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2.7 Identification and Assessment of Hazardous Materials

Whenever there is a fire, explosion or release of hazardous materials the Emergency Coordinator must
attempt to identify the character, source, amount and severity of the release. The Emergency Coordinator
may do this by observation, review of waste pick up records in the EHSB, or if necessary, by U.S.
Environmental Protection Agency (EPA) approved analytical methods. The use of EPA analytical
methods should be used only if there is no other available means to identify the released material.
Concurrent with the identification of the hazardous materials, the Emergency Coordinator must assess
the possible hazards to human health or the environment that may result from the fire, explosion or
release. This assessment must consider both direct and indirect effects. This could include effects from
toxic, irritation or asphyxiating gases, hazardous surface water runoff, chemical agents used to control the
fire and/or heat induced explosions.

If the Emergency Coordinator determines that a fire, explosion or release has occurred at the EHSB
which could threaten human health or the environment outside the EHSB, the Emergency Coordinator
must immediately ensure that the appropriate Local and/or National authorities are notified and assist
them in the decision whether to evacuate. The Emergency Coordinator must notify the National
Response Center at (800) 424-8802. The report must include:

1) Name and telephone number of the reporter

2) Name and address of the EHSB, 5010 Troost Avenue, Kansas City, MO 64110

3) Time and type of incident (e.g., fire, explosion, release, or spill, etc.)

4) To the extent known, the name and the quantity of the hazardous material(s) involved
5) Names of persons injured and the extent of the injuries, if any

6) The possible hazards to human health or the environment outside the EHSB

2. 8 Control Procedures
Potential incidents may be grouped into two categories: 1) fire and/or explosions and 2) spills or material
releases.

1) Fire and/or Explosions. Since the storage rooms of the EHSB are both equipped with a Fike FM
200 Automatic/Manual Fire Suppression System, any fire or explosion which might occur will
normally be extinguished, preventing any significant environmental release. There are six
automatic/manual control stations for the Fike FM 200 system. If an uncontrolled fire should
occur, the Kansas City Fire Department will fight the fire. Since there are such a wide variety of
hazards associated with the materials stored at the EHSB it is advised that the firefighters take a
conservative approach on all but the most minor incidents.

2) Spills or Material Releases. In the event of a major emergency involving a hazardous material
spill or release, EHS personnel will first notify the Campus Police at (816) 235-1515 or 911 (from
a Campus telephone only). The Campus Police will notify an Emergency Coordinator of the spill
or release. When contacted the Emergency Coordinator will obtain the following information, if
available:

A) The chemical name of the material spilled or released

B) Location of the spill or release of the material

C) An estimate of the quantity spilled or released and the release rate
D) The direction in which the spill, release, vapor or smoke is moving
E) Names of persons injured and the nature of the injuries, if any

F) Potential for fire and/or explosion

This information will assist the Emergency Coordinator in assessing the magnitude and the severity of the
spill or release. If the incident can be handled by the HMIRT, the Emergency Coordinator will ensure that
the appropriate personnel are notified. If the incident exceeds the HMIRT’s capabilities, the Emergency
Coordinator will ensure that the appropriate Local and/or National response units are notified.

The HMIRT for response to a hazardous material emergency consists of the following personnel listed in
Table 2.8.1.
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Table 2.8-1 Contacts for Hazardous Material Emergencies

Ordinal

Position | Name/Title/Addresses Contact Information

1 Tony Brown, Sr. Environmental Chemist (0) 816-235-1642
(o) Room 23-D, 4747 Troost Ave., Kansas City, MO 64110

2 Ryan Lickteig, Coordinator of HazMat (o) 816 235-1882
(0) Room 001, 4747 Troost Ave., Kansas City, MO 64110

3 Rob Pruitt, Rad/Haz Mat Technician (0) 816-235-5363
(o) Room 23-B, 4747 Troost Ave., Kansas City, MO 64110

4 Susan T. Masih, Radiation Safety Officer (o) 816-235-5289
(o) Room 23-C, 4747 Troost Ave., Kansas City, MO 64110

5 Leslie G. Morrison, Health Physicist (o) 816-235-1844
(o) Room 18, 4747 Troost Ave., Kansas City, MO 64110

2.9 Preventing Recurrence and/or Spread of Fires

During an emergency the Emergency Coordinator must exercise all reasonable measures necessary to
ensure that fires, explosions and releases do not recur or spread to other hazardous materials at the
EHSB. Reasonable measures must include, where applicable, stopping operations or processes,
collecting and containing released materials, and removing or isolating containers. If operations are
stopped in response to a fire, explosion or release, the Emergency Coordinator must ensure that
monitoring for leaks, pressure buildup, gas generation or ruptures in valves, pipes or other equipment is
conducted, whenever appropriate.

2.10 Storage and Treatment of Released Material

Immediately following an emergency, the Emergency Coordinator must ensure that containment of
recovered hazardous materials, contaminated soil or surface water, or any other material resulting from
the fire; explosion or release at the EHSB is properly conducted. The Emergency Coordinator will ensure
that materials are treated or stored in a safe manner until cleanup and disposal procedures are
completed.

2.11 Post-Emergency Equipment Maintenance

After an emergency, all equipment used during the emergency will be cleaned for re-use. If the equipment
is extensively damaged, it will be replaced. Disposable materials used during the emergency will also be
replaced. Before operations are resumed at the EHSB, an inspection of all safety equipment will be
conducted. The Regional EPA Administrator, State and Local authorities will be notified that post-
emergency equipment maintenance has been performed and normal operations will be resumed.

2.12 Emergency Equipment

Emergency Coordinators and members of HMIRT are familiar with the location of emergency equipment.
A first aid kit is available within the office of the EHSB which includes bandages, gauze pads and rolls,
adhesive tape, antiseptic ointments, aspirin and ammonia inhalants.

Emergency eyewash fountains and drench showers are located within the hazardous materials storage
area and the radioactive materials storage area. All exit doors are fitted with panic hardware. Protective
clothing and equipment are provided to employees during normal and emergency operations. A wide
array of personal protective equipment is stocked including, but not limited to: protective eyewear,
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laboratory coats, plastic aprons, steel toed neoprene boots, neoprene gloves, face shields and chemical
cartridge respirators with appropriate cartridges.

Equipment for use in containing or cleaning up spilled hazardous materials is stored in the storage room.
This equipment includes open-head drums with standard industrial absorbents. Chemicals for
neutralization of acid spills and various sizes of plastic containers, bags and absorbent pads and pillows
are also available in the storage area.

Complete sets of emergency response (Level C) personal protective equipment are maintained at EHS
and in the Ford truck. These are to be used for major campus emergency response needs.

2.13 Fire Suppression Equipment

The EHSB has several fire protection systems. A Fike FM 200 Automatic/Manual Fire Suppression
System is installed in the EHSB. There are six automatic/manual control stations for the Fike FM 200
system. The system protects the hazardous chemical and/or the radioactive material storage rooms using
the total flooding method.

Two portable 25 pound fire extinguishers are also available for fire control. These are ABC dry chemical
units and comply with the National Fire Code NFPA 2. These extinguishers are inspected after each use
or at least weekly. Records of these inspections are noted on the Weekly Inspection Log Sheets. There

are numerous water outlets inside and outside of the building as well as fire hydrants located on nearby

streets.

2.14 Coordination Agreements

UMKC has executed Letters of Understanding with Kansas City Fire Department (KCFD) and Kansas City
Police Department (KCPD) and St. Luke’s Corporate Care (SLCC). These Letters of Understanding
describe the scope of these agencies responses to any emergency at UMKC requiring their assistance.
Documentation confirming these agreements is on file at the Office of EHS.

2.15 Evacuation Plan

All emergencies require prompt and deliberate action. In the event of any major emergency, it will be
necessary to follow an established set of procedures. Those procedures will be followed as closely as
possible, however, in specific emergency situations; the Emergency Coordinator may deviate from the
procedures to provide a more effective plan for bringing the situation under control. The Emergency
Coordinator is responsible for determining which emergency situations require evacuation of the EHSB or
the Medical School.

The EHSB is so small that no specific alarm signal is needed other than voice command. The fire
detection equipment is connected to the alarm panel at the Campus Police. A telephone in the EHSB
office is connected to the UMKC telephone system.

The Medical School room is so small that no specific alarm signal is needed other than voice command.
The Medical School is equipped with a fire/severe weather alarm that could be activated if evacuation of
the building is necessary.

The Robert H. Flarsheim Science and Technology Hall room is so small that no specific alarm signal is
needed other than voice command. The building is equipped with a fire/severe weather alarm that could
be activated if evacuation of the building is necessary.

The Emergency Coordinator must dial (816) 235-1515 or 911 (from a Campus telephone only) to contact
the Campus Police to activate the evacuation plan. The EHSB telephone number is (816) 235-1158. If
evacuation of buildings in the vicinity of the EHSB is required, it could be ordered by the Emergency
Coordinator for UMKC buildings or by the KCPD for buildings off campus.
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2.16 Reporting Requirements

The owner of EHSB, the Curators of the University of Missouri, or the operator must note in the operating
record the time, date and details or any incident that requires implementing the Contingency Plan and
within 15 calendar days after the incident, submit a written report on the incident to the U.S. EPA
Regional Administrator and to the NRC within the designated time frame depending upon the nature and
severity of the incident. The report must include:

1) Name, address and telephone number of the owner or operator of EHSB or other facility

2) Name, address and telephone number of the EHSB or other facility

3) Date, time and type of incident (e.g., release, explosion, fire, spill, etc.)

4) Name and quantity of the material(s) involved

5) Names of persons injured and the extent of the injuries, if any

6) An assessment of the actual or potential hazards to human health or the environment, where
applicable

7) Estimated quantity and disposition of recovered material that resulted from the incident

2.17 Administration of the EHSB Contingency Plan

EHS has been delegated the authority for the development, the implementation and the administration of
this plan. All administrative services or support services required will be provided by or through the
resources of EHS. EHS will provide for support services as required for maintenance, update, and
amendment of the Contingency Plan including documentation, record keeping and any other clerical
services required. The contact person at EHS is the Director.

UMKC EOP 2-6
Annex 2 — Environmental Health and Safety
070108



MIXED AND RADIOACTIVE WASTES

This contingency plan has been developed to minimize hazards to human health and the environment
from fires, explosions or any unplanned release of radioactive materials, mixed radioactive materials or
wastes (hereafter, radioactive materials) to the environment surrounding the EHSB, 5010 Troost Avenue,
Kansas City, Missouri; Room 104, Robert H. Flarsheim Science and Technology Hall, 5110 Rockhill
Road, Kansas City, Missouri; and Room M1-209A, Medical School, 2411 Holmes Street, Kansas City,
Missouri. Even though the information and procedures contained in this Contingency Plan pertain
specifically to the EHSB, Room 104 Robert H. Flarsheim Science and Technology Hall, and Room M1-
209A Medical School, they may be applied to any incident at any location at UMKC involving radioactive
materials.

2.18 General Information

The radioactive material storage area is at the South end of the EHSB. It is separated from the hazardous
materials storage area by a block wall with single door access. The storage area has an estimated
capacity of 225 gallons of liquids on the shelving and twenty 55-gallon drums on the floor. The maximum
volume of mixed radioactive wastes in the storage area will be less than 40 gallons at any one time. The
materials present may be potentially toxic, ignitable, corrosive, reactive and/or radioactive. A general site
plan and full description of the facility is available for review along with a description of the radioactive
materials. The general site plan is also strategically placed on the walls of the facility marking the exits
from the building.

At the Medical School, the area used for storage of mixed and radioactive wastes, Room M1-209A, has
an estimated storage capacity of three 55-gallon drums for bulk liquids and eight 55-gallon drums for
solids. The maximum volume of mixed radioactive wastes in storage will be less than 10 gallons at any
one time. The materials present may be potentially toxic, ignitable, corrosive, reactive and radioactive.
Due to the simplistic configuration of this storage location, a general site plan is not posted.

At the Robert H. Flarsheim Science and Technology Hall, the area used for storage of mixed and
radioactive wastes is Room 104.The storage area has an estimated capacity of ten 55-gallon drums on
the floor. The maximum volume of mixed radioactive wastes in the storage area will be less than 40
gallons at any one time. The materials present may be potentially toxic, ignitable, corrosive, reactive
and/or radioactive. A general site plan and full description of the facility is available for review along with a
description of the radioactive materials. Due to the simplistic configuration of this storage location, a
general site plan is not posted.

2.19 Emergency Coordinators

Provisions of this plan will be carried out at the discretion and direction of the Onsite Emergency
Coordinator for any incident resulting in the imminent or actual release of radioactive materials to the
environment surrounding the designated facility.

The authority of the Emergency Coordinator is directly related with his ordinal position of the list. The
Primary Emergency Coordinator is the Number 1 Emergency Coordinator and all those following,
subordinate. In the absence of the Primary Emergency Coordinator, the ranking Onsite Emergency
Coordinator will be responsible for implementation of the Contingency Plan. In the absence of any
Emergency Coordinator on site, the ranking member of the Hazardous Materials Incident Response
Team (HMIRT) on site will be responsible for implementation of the Contingency Plan until an Emergency
Coordinator is on site.
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Table 2.19-1 Emergency Coordinators

Ordinal
Position | Name/Title/Addresses Contact Information
1 William P. Leutzinger, Director of EHS (o) 816-235-1157

(0) Room 003, 4747 Troost Ave., Kansas City, MO 64110 leutzingerw@umkc.edu
2 Michael Bongartz, Captain and Interim Chief of Police (o) 816 235-6310

(o) Room 213E, 4825 Troost Ave., Kansas City, MO 64110 bongartzm@umkc.edu
3 Dennis Cesari, Assistant Vice Chancellor, Business Services | (0) 816-235-1151

(0) Room 103A, 4825 Troost Ave., Kansas City, MO 64110 cesarid@umkc.edu

Each Emergency Coordinator is on call whenever they are in the Kansas City metropolitan area. The
Emergency Coordinator is familiar with the operations, the location of the materials and the records
retained for the EHSB, the Robert H. Flarsheim Science and Technology Hall, and the Medical School as
well as each facilities floor plan. Emergency Coordinators have the authority to commit UMKC resources
necessary to effectively implement the emergency procedures defined by the Contingency Plan.

2.20 Emergency Coordinator Training

Training for each Emergency Coordinator is provided annually. This includes information about the
EHSB, the Robert H. Flarsheim Science and Technology Hall, and the Medical School including
implementation of the Contingency Plan. The Director of EHS conducts this training program. The Office
of EHS maintains documentation for this training program.

2.21 Implementation of the EHSB Contingency Plan

EHS personnel observing any incident, condition or accident at the EHSB, the Robert H. Flarsheim
Science and Technology Hall, or the Medical School that might result in a fire, explosion or any
unplanned release of radioactive materials to the air, soil or surface water will notify the Campus Police
using the nearest accessible campus telephone by dialing (816) 235-1515 or 911 (from a Campus
telephone only). A telephone is located in the EHSB Office. An emergency telephone, with direct access
to the Campus Police is located near the central entrance to the Chemistry/Biology Building on the Volker
Campus. The nearest campus telephone at the Robert H. Flarsheim Science and Technology Hall is
located in the EHS office room 105. The nearest campus telephone at the Medical School storage room
is located in the Receiving Dock Area although Campus Police may be notified in person as they are
located in the Medical School lobby. There is also a campus telephone located in the Medical School
lobby.

The caller will inform the Campus Police of:

1) Name and position title

2) Present location

3) Nature of incident, condition or accident

4) Whether or not mixed or radioactive wastes have been or will be released to the environment
and, if known, the time the release began, the duration of the release, or when the release
may be expected

5) Specific hazardous mixed or radioactive wastes involved, if known

6) Any personal injuries, location of injured and their physical condition

7) Specific emergency services required
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Other sample activities include:
» Increased walk-in counseling hours in the Counseling Center.
=  Staff training in Critical Incident Stress Counseling interventions for offsite work.
= Available resource tables in key locations.
= Open forum for student/campus debriefing within 3 days after the crisis event.
= Prepared materials for coping with trauma, etc.

Director and Associate Director of Counseling will be involved in leadership of decisions to maintain
staffing resources at Center.

Connections will be established with the supporting resources listed at the front of the document as
sources of a body of mental health professionals in the two-state area, or larger, if needed.

Center will also coordinate training and utilization of campus mental health resources in the faculty and
students of Counseling Psychology Program, Health Psychology Program, Nursing and Social Work
Program.

After Action Reports. An After Action Report/Debriefing will be completed after all major public health
incidents on the UMKC Campuses, and minor incidents as deemed appropriate by the Director of Public
Relations. The objective of the debriefings is to identify:

» Facts from the incident.

= Assets that enhanced response efforts.

= Challenges/barriers to the response.

= Items for future operational changes or training.

= Issues needing short or long term follow-up (e.g. mental health issues).

The debriefings will be documented and kept on file with the Chancellor’s Office and Director of
Environmental Health and Safety.

The Health Emergency Response Team and its two primary service constituents in the Counseling,
Health and Testing Center with the Student Health and Wellness Service will keep a daily log of activities
related to an Emergency Management situation.

7.3 Health and Medical — Resources

Table 7.3-1 Health Center Emergency Response Team

Name Position Office Phone

Marita Barkis, Director, Counseling, Health

Ph.D. and Testing 816-235-1219

Mel Davis Assistant to the Dean, Medical 816-235-6016
School

Thad Wilson Assoc. Dean, School of Nursing | 816-235-5964

Edgar Ellyson Asst. Dean, School of Dentistry | 816-235-2020
Assoc Dean, School of 816-235-2314
Pharmacy

John Allen Director, Public Relations 816-235-1585

Sandra Handley, Administrator, Student Health

N.P. Ph.D. and Wellness Center 816-235-6137
Vice Chancellor, Student Affairs

Mel Tyler, & Enroliment Management 816-235-1141
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Table 7.3-2 UMKC Student Health and Wellness

Name Position Office Phone
Sandra Handley, Administrator 816-235-6137
Ph.D. N.P.

Table 7.3-4 Department of Environmental Health and Safety

Name

Position

Office Phone

Bill Leutzinger

Director

816-235-1157

Table 7.3-5 Counseling and Consulting Service

Name Position Phone 1
Marita Barkis, PH.D. | Director Counseling, Heatlh & | 546 935 4519
Testing

Arnold Abels, Ph.D.

Associate Director

816-235-1218

Allison Roodman

Senior Psychologist

816-235-5798

Other links to be used for resources include:

=  Mid-America Regional Council, Emergency Services & Homeland Security

(http://www.marc.org/emergency/index.htm).

= Centers for Disease Control and Prevention (http://www.cdc.gov/).

=  American Red Cross (http://www.redcross.org/services/disaster/0,1082,0 319 ,00.html).

=  American Psychological Association (http://www.apahelpcenter.org/articles/pdf.php?id=22)

= Department of Health and Human Services, Disasters and Emergencies Index

(http://www.hhs.gov/disasters/).
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Technology Systems
8.1 Purpose and Scope

Introduction

The University of Missouri-Kansas City (UMKC) is a technology-based campus with a full set of
production servers and high-speed network services for campus clients as well as other institutions in the
Kansas City metropolitan area. Core systems for finance, human resources, student information and
other administrative systems are sited and managed in Columbia, Missouri. UMKC Information Services
does have locally managed systems for primary electronic mail, campus web site, campus data
warehouse, academic research and centralized file and print services. This includes support for
microcomputers in offices, classrooms and labs as well as management of a campus-wide local area
network that provides network connectivity for all the administrative and academic units. In addition,
Information Services provides and supports UMKC'’s local and long distance telephone services, two-way
trunked radio, satellite uplinks/downlinks, cable TV and technology in classrooms.

The reliability of central computer systems and the campus-wide network has increased dramatically
during the past few years, and those hardware failures that do occur can normally be diagnosed
automatically and repaired promptly using both local and remote diagnostic facilities. Many central
computer systems and primary network system components contain redundancy, which improves their
reliability and provide continual operation when minor failures occur. It is Information Services’ policy to
obtain the optimum level of redundancy in all systems within budgetary restrictions.

A trend is evolving to provide alternate sites near the central systems where any additional equipment
needed can be shipped in rapidly and critical on-line operations for the organization can be resumed in a
reasonable time. Redundancy in the communications network and a tie-in to the alternate site or the
ability to rapidly tie-in is an important part of the disaster plan. This type of site is called a cold backup
site, as opposed to a hot backup site, which contains all equipment necessary to start immediate
operations to avoid downtime.

For the most part, the major problems that can cause a computing system or network to be inoperable for
a length of time result from environmental problems related to the computing systems or network. The
various situations or incidents that can disable — partially or completely — or impair support of UMKC's
telecommunications network and computing facilities are identified. A working plan for how to deal with
each situation is provided.

Almost any disaster will require special funding from the university in order to allow the affected systems
to be repaired or replaced. This document assumes that these funds will be made available as needed.
Proper approval will be obtained before any funds are committed for recovery.

Objectives/Constraints

A major objective of this document is to define procedures for a contingency plan for recovery from
disruption of computer and/or network services. This disruption may come from total destruction of the
central site or from minor disruptive incidents. There is a great deal of similarity in the procedures to deal
with the different types of incidents affecting different departments in Information Services. However,
special attention and emphasis is given to an orderly recovery and resumption of those operations that
concern the critical business of running the University, including providing support to academic
departments relying on computing. Consideration is given to recovery within a reasonable time and within
cost constraints. In some cases, a minimal level of service will be established as the first step of a
recovery, with full services following thereafter.

The objectives of this plan are limited to the computing support provided to UMKC clients from
Information Services, including academic and administrative systems under the stewardship of
Information Services. The elements that concern microcomputers support are addressed; however, client-
related functions not directly part of primary computer servers, networking and telephone support by
Information Services are not addressed. Also, offices at UMKC should develop their own plan to deal with

manual operations within their office should primary computer servers and/or network services be
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disrupted for an extended period of time. Due to cost factors and benefit considerations at this time, the
alternatives of hot sites and contracts with disaster recovery companies are not considered feasible for
UMKC.

All major computing systems that are vital for the daily operation of the University and under the
stewardship of Information Services are maintained under service contracts or warranties with coverage
enhancements with the equipment vendors. This ensures that routine maintenance problems will be
addressed in a timely way with adequate resources. These contracts range from telephone support only
to full hardware replacement.

Assumptions

This section contains some general assumptions, but does not include all special situations that can
occur. Any special decisions for situations not covered in this plan needed at the time of an incident will
be made by senior technology staff members on site.

= This plan will be invoked upon the occurrence of an incident. The senior staff member on site at
the time of the incident or the first on site following an incident will contact the Chief Information
Officer and/or the Directors of Networking/Telecommunications, Central Systems Managers, and
Educational Technology Services for a determination of the need to declare an incident. In many
instances, Information Services must rely on the data provided by the University Police
department and Campus Facilities Management. Consequently, initial notification of an event
might be reported to IS by staff from the University Police or Campus Facilities Management. An
Emergency Call List has been provided to these departments.

= The senior Information Services staff member on site at the time of the incident will assume
immediate responsibility. The first responsibility will be to see that people are evacuated as
needed. If injuries have resulted or may occur as a result of the incident, immediate attention will
be given to those persons injured. The UMKC Police department will be first on the scene in
many instances and should notify Information Services staff of any incident affecting IS facilities
or services if known. If the situation allows, attention will be focused on shutting down systems,
turning off power, etc., but evacuation is the highest priority.

= Once an incident which is covered by this plan has been declared, the plan, duties, and
responsibilities will remain in effect until the incident is resolved and proper university authorities
are notified of the restoration of services.

= Invoking this plan implies that a recovery operation has begun and will continue with top priority
until workable primary computer systems, network and/or telephone support to the University has
been re-established.

Incidents Requiring Action
This disaster recovery plan for UMKC will be invoked under one of the following circumstances:

= An incident which has disabled or will disable — partially or completely — any of the Information
Services-managed primary computing facilities, and/or the communications network for a period
of 24 hours.

= An incident which has impaired the use of primary computer systems and/or networks managed
by Information Services for circumstances falling outside of the normal processing of day-to-day
operations.

= An incident which was caused by problems with primary computer systems and/or networks
managed by Information Services and has resulted in the injury of one or more persons at UMKC.

Contingencies
General situations that can destroy or interrupt primary computer systems, networks and telephone
services usually occur under the following major categories:

= Electric Power Outages.
= Air Conditioning Outages.
= Construction Activities Damaging Data Cables.
= Fire.
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= Water.
= Weather and Natural Phenomenon.
= Sabotage and Interdiction.

There are different levels of severity for these contingencies necessitating different strategies and
different types and levels of recovery. This plan covers strategies for:

= Partial recovery — operating at an alternate site on campus and/or other client areas on campus.
= Full recovery — operating at the current central site and client areas, possibly with a degraded
level of service for a period of time.

Physical Safeguards

Types of Service Disruptions

This document includes hardware and software information, emergency information, and personnel
information that will assist in faster recovery from most types and levels of disruptive incidents that may
involve the University’s computing, networking and telecommunications facilities. Additional information
that may be needed is provided in the Appendices of this annex.

= Normal system incidents. For most of the major hardware vendors represented on campus, as
well as some of the software vendors, remote diagnostic testing is available for routine problems.
UMKC has maintenance contracts for these systems.

Some minor hardware problems do not disrupt service and maintenance is scheduled when
convenient for these problems. Most hardware problems disrupting the total operation of the
computers is fixed within hours. Night and weekend maintenance for the servers are called as
needed.

= Major computer and communications system incidents. Experiences at UMKC with solving
more severe system problems have shown that IS staff has backup strategies in place. If the local
service personnel have not fixed the problem within a few hours, they call backup support as
needed. Further, if parts are not available locally or in these close backup areas, parts have been
flown in by air and received on the same day as ordered.

In addition, some stock of parts for these units is kept on site. Additional communication parts are
also kept in stock. It is not feasible to keep a supply of microcomputers or high-cost items to meet
every emergency.

= Environmental incidents (air conditioning, electrical, fire). Air Conditioning — UMKC's HVAC
group from Campus Facilities Management is responsible for servicing and replacement of these
units. They are periodically checked and serviced for emergency problems. Response is usually
within the hour reported. If reported during the normal workday hours. An updated list of service
personnel to call is kept with key technology staff members and computer operations personnel.
Alternatively the UMKC Police can relay messages to on campus and supervisory Facilities
Management staff for emergency calls.

Insurance Considerations

All major hardware is covered under UMKC's standard property and casualty insurance for the University.
The information on insurance coverage is cited below from the University’s Business Policy Manual. The
Office of Risk Management can assist in the claims process.

Insurance BPM-803 Commercial CoverageRev. 07/10/01

Summary. Insurance coverages are presented in summary form for the purpose of information only and
should not be interpreted as being the exact provisions of the insurance policy. Additional and more
specific information may be obtained by submitting a written request to the UM Director of Risk &
Insurance Management, or by referring to the "Informational Brochure on Insurance Policies and
Procedures" for the current year.
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Real and Personal Property Coverage. Insures against all physical loss or damage of University real or
personal property due to such perils as fire, windstorm, hail, smoke damage, breakage and other
destruction. Also covered are flood, quake, and collapse. This policy covers buildings and contents
identified in the policy schedule.

8.2 Recovery Team

In case of a disaster, the Emergency Call List will be enacted by the Disaster Recovery Coordinator and
members of the recovery teams. General duties of the disaster recovery coordinator are listed below.
Recovery team leaders have been assigned in each major area and general duties given. Assignment of
personnel in the major areas to specific tasks during the recovery stage will be made by the team leader
over that area. In addition, staff members from other units on campus will be called upon to assist in the
recovery process.

Organization of the Disaster/Recovery Team

Disaster Recovery Coordinator — Chief Information Officer

Administrative Systems/Operations Recovery Team
Director, Central Systems
Director, Support Services
System Administrators, Central Systems
Programmer/Analysts

Communications Recovery Team
Director, Networking and Telecommunications
Director, Educational Technology Services
Manager, Networking

Academic Systems Recovery Team
Director, Central Systems
Director, Operations and Administration
Director, Support Services
System Administrators, Central Systems
Academic Computing Staff

Recovery Process Team
Disaster Recovery Coordinator — Chief Information Officer
Vice Chancellor - Administrative Affairs
Director of Campus Facilities Management
Chief of the University Police
Director of Purchasing
Coordinator of Worker’'s Compensation and Risk Management

Director of Operations, MOREnet
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Disaster/Recovery Team Headquarters

= If Newcomb Hall is usable, the recovery team will meet in Newcomb 106.

= |f the first floor of Newcomb Hall is not usable and other floors are, the team will meet in
Newcomb 204.

= |f Newcomb Hall is hazardous or not usable, the team will meet in the Administrative Center,
room 113.

= [f the Administration Building is not usable, the Disaster Recovery Coordinator will be responsible
for locating another meeting place on campus.

= If none of the campus facilities are usable, it is presumed that the disaster is of such proportions
that recovery of computer support will take a lesser priority. The Disaster Recovery coordinator
will make appropriate arrangements.

Communication Facilities for the Disaster/Recovery Team

All team members have cellular phones, and most members have alphanumeric pagers. Additionally
most members will have access if required to the two-way trunked radios that are part of UMKC'’s radio
system. The transmitter site is at the antenna site between Cockefair Hall and Campus Facilities parking
lots and is backed up by an electrical generator.

Disaster Recovery Coordinator

The Chief Information Officer will serve as the IS Disaster Recovery Coordinator. The major
responsibilities include:

= Determining the extent and seriousness of the disaster and notifying the Provost immediately and
keeping him/her informed of related activities and the recovery progress. The Provost will in turn
keep the Chancellor and Vice Chancellors informed.

*= Invoking the Disaster Recovery Plan after approval from the Provost.

= Supervising the recovery activities.

= Coordinating with the Provost on priorities for clients while going from partial to full recovery.

= Naming replacements, when needed, to fill in for any disabled or absent disaster recovery
members. Any members who are out of town and are needed will be notified to return.

= Keeping clients informed of the recovery activities.

Administrative Systems/Operations Recovery Team Leader Responsibilities
The Director, Central Systems, will serve as Administrative Systems/Operations Recovery Team Leader.
Responsibilities include:

= Coordinating hardware and software replacement with the administrative hardware and software
vendors.

=  Supervising moving backup media and materials from the offsite security files and using these for
recovery when needed.

= Coordinating recovery with client departments.

= Coordinating appropriate computer and communications recovery with the Communications
Recovery Team Leader.

= Coordinating recovery of administrative software with client departments.

» Coordinating scheduling for administrative programming, production services, and computer
scheduling.

= Keeping the Disaster Recovery Coordinator informed of the extent of damage and the recovery
procedures being implemented.

Communications Recovery Team Leader Responsibilities
The Manager, Technical Services, will serve as the Communications Recovery Leader. Responsibilities
include:

= Coordinating hardware and software replacement with the communications hardware and
software vendors.
= Supervising recovery of the computer communications, telephone system, and/or cable TV.
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= Assigning personnel duties from telecom analysts to project leaders of disaster recovery tasks as
needed.

= Coordinating activities of computer and communications recovery with the other Recovery Team
Leaders.

= Keeping the Disaster Recovery Coordinator informed of the extent of damage and the recovery
procedures being implemented.

Recovery of Communications systems must be in the following priority:

1. Restoration of the campus trunked two-way radio system. As this system serves our University
Police and Campus Facilities, we must ensure it is intact and, if not, restore it before any other
service.

2. Restoration of dial tone services.

3. Restoration of network services.

Academic Systems Recovery Team Leader Responsibilities

The Director of Central Systems will serve as Academic Systems Recovery Team Leader. The
responsibilities in this area include recovery in case of complete or partial disruption of services from the
central academic and research computers at Cockefair Hall. Further, with the many academic labs using
microcomputers, this group will be responsible for providing services for any academic lab disabled.
Responsibilities include:

= Coordinating hardware and software replacement with the academic hardware and software
vendors.

= Coordinating the activities of moving backup media and materials from the offsite security files
and using these for recovery when needed.

= Keeping the Provost informed of the extent of damage and recovery procedures being
implemented.

= Coordinating recovery with client departments — those using the academic computers and/or
those using labs.

= Coordinating appropriate computer and communications recovery with the Communications
Recovery Team Leader.

= Keeping the Disaster Recovery Coordinator informed of the extent of damage and the recovery
procedures being implemented.

Recovery Process Team Responsibilities

The Recovery Process Team members, under the leadership of the Disaster Recovery Coordinator, are
leaders or designates of key departments providing physical and administrative infrastructure to the
campus. Interaction with these members is necessary to ensure the most effective response possible to
restoring services to campus. Many of these same members may be participants in their own disaster
plan or other unit’s plans. Their responsibilities include:

= Ensuring the continued safety and protection of staff members involved in the recovery effort.

= The restoration of basic building services (i.e. electricity and HVAC) in order to effect a recovery
of IS operations to that building.

= In the event that a building is not usable, locating and preparing a new site for IS operations.

= Fast procurement of replacement equipment in the event of a total or partial loss of equipment.
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8.3 Preparing for a Disaster
This section contains the minimum steps necessary to prepare for a disaster, and maintenance practices
that serve as a foundation for implementing the recovery procedures.

General Procedures
IS management staff has oversight over the following:

Maintaining and updating the disaster recovery plan.

Ensuring that all Information Services personnel are aware of their responsibilities in case of a
disaster.

Ensuring that periodic scheduled rotation of backup media is being followed for the offsite storage
facilities.

Maintaining and periodically updating disaster recovery materials, specifically documentation and
systems information, stored in the offsite areas.

Maintaining a current status of equipment in the main equipment rooms in Newcomb Hall.
Informing all technology personnel of the appropriate emergency and evacuation procedures from
Newcomb Hall.

Ensuring that all security warning systems and emergency lighting systems are functioning
properly and are being periodically checked by operations personnel.

Ensuring that fire protection systems are functioning properly and that they are being checked
periodically.

Ensuring that UPS systems are functioning properly and that they are being checked periodically.
Ensuring that the client community is aware of appropriate disaster recovery procedures and any
potential problems and consequences that could affect their operations.

Ensuring that the operations procedure manual is kept current.

Ensuring that proper temperatures are maintained in equipment areas.

Testing of the Disaster Recovery Plan

The disaster recovery plan should be periodically tested and the results reviewed for best results. It's
essential that such testing encompasses the restoration of services as well as normal processing of data.
All deficiencies identified are to be remedied, with the corrective measures added to the Disaster
Recovery Plan.

Software Safeguards

Information Services, Central Systems: Software and data are secured by full backups each week
and differential backups each evening. The full backups are transported to IS offices at 4825
Troost Avenue for storage in a fireproof media safe. This room is protected by perimeter, smoke
and motion detection alarms tied to the University Police.

Information Services, in partnership with the University of Missouri-St. Louis Information
Technology Services department (ITS), has established a remote storage system in UMSL’s data
center. This has enabled UMKC IS to back up key data files (.e.g. Exchange files) from the
Kansas City campus to the St. Louis campus. The files would be available for restoration efforts if
required.

Networking and Telecommunications: Network configurations are stored on the network
management server and are backed up automatically when change occurs. The PBX database is
backed up monthly to diskette. Backup diskettes are stored offsite. The telemanagement system
is backed up daily, weekly, and monthly to a data cartridge tape. The monthly backup tape is
stored offsite. Call-detail records are stored on a backup telemanagement storage drive until
month-end processing is complete.
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8.4 Recovery Procedures

Newcomb Hall/Administrative Center

An incident at Newcomb Hall and/or the Central Systems/Telecommunications facilities in the
Administrative Center may place this plan into action. An incident may be of the magnitude that the
facilities are not usable and alternate site plans are required. In this case, the alternate site portions of
this plan must be implemented. All major support sections in Information Services will need to function
together in a disaster, although a specific plan of action is written for each section.

This portion of the disaster/recovery plan will be set into motion for Information Services when an incident
has occurred that requires use of the alternate site, or the damage is such, that operations can be
restored in a reasonable time, but only in a degraded mode.

It is assumed a disaster has occurred and the administrative recovery plan is to be put in effect. This
decision will be made by the Provost upon the advice of the Chief Information Officer.

In case of either a move to an alternate site or a plan to continue operations at the main site, the following
general steps must be taken:

Determine the extent of the damage and if additional equipment and supplies are needed.
Obtain approval for expenditure of funds to bring in any needed equipment and supplies. Notify
local vendor marketing and/or service representatives if there is a need of immediate delivery of
components to bring the computer systems to an operational level even in a degraded mode.

If it is judged advisable, check with third-party vendors to see if a faster delivery schedule can be
obtained.

Notify vendor hardware support personnel that a priority should be placed on assistance to add
and/or replace any additional components.

Notify vendor systems support personnel that help is needed immediately to begin procedures to
restore systems software at UMKC.

Order any additional electrical cables needed from suppliers.

Rush order any supplies, forms, or media that may be needed.

In addition to the general steps listed at the beginning of this annex, the following additional major tasks
must be followed when using an alternate site:

Notify officials that an alternate site will be needed for an alternate Information Services facility.
Coordinate moving equipment and support personnel into the alternate site with appropriate
personnel.

Bring the Information Services recovery materials from the offsite storage facility to the alternate
site.

As soon as the hardware is up to specifications to run the operating system, load software and
run any necessary tests.

Determine the priorities of the client software that need to be available and load these packages
in order. These priorities often are a factor of where in the semester disaster occurs.

Prepare backup materials and return these to the offsite storage area.

Set up Information Services operations in the alternate site.

Coordinate client activities to ensure the most critical jobs are being supported as needed.

As production begins, ensure that periodic backup procedures are being followed and materials
are being placed in offsite storage periodically.

Work out plans to ensure all critical Information Services support will be phased in.

Keep administration and clients informed of the current status, progress, and problems.
Coordinate longer range plans with the administration, the alternate site officials, and Information
Services staff for the timeline of continuing support and ultimately the restoration of the disabled
facilities.
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Degraded Operations at Newcomb Hall/Administrative Center

In this event, it is assumed that an incident has occurred but that degraded operations can be set up at
Newcomb Hall or the Administrative Center. In addition to the general steps that are followed in either
case, these special steps need to be taken.

Evaluate the extent of the damage and, if only degraded service can be obtained, determine how
long it will be before full service can be restored.

Replace hardware as needed to restore at a minimum degraded service.

Perform system installation as needed to restore service. If backup files are needed and are not
available from the onsite backup files, they will be transferred from the offsite storage.

Work with the various vendors, as needed, to ensure support in restoring full service.

Keep the administration and clients informed of the current status, progress and problems.

Degraded Service from Newcomb Hall/Administrative Center
If the central academic computing support can be resumed in a reasonable time from the central site,
steps will need to be taken immediately to restore these services.

Determine the extent of the damage and set up procedures to bring in any needed added
equipment.

Determine priorities of client needs and prepare for running at a degraded level of service.
After the hardware is functioning, perform system installation as needed. If backup files are
destroyed at the central site, bring these from the offsite storage area.

If offsite files are used, replace these at the offsite storage as soon as possible.

Work with vendors as needed to ensure support is given to restore full service.

Keep the administration and clients informed of the current status, progress and problems.

Academic Computing

Computing resources from the Cockefair Hall site are provided for academic research services to the
faculty and students. Access to the computing resources is via the campus network. There is no guest
access onsite.

Some general steps that should be taken, in case of a disaster at the Cockefair Hall site, are given here:

Determine the extent of the damage and whether additional components can be brought in for
present computer systems or whether additional computers need to be brought in.

Obtain approval for expenditures of funds to bring in added equipment as needed.

Notify vendor marketing and/or service officials that additional equipment needs to be shipped,
with the highest priority, to UMKC.

Notify vendor technical support personnel of the disaster and the need for their assistance.
Determine if there is a need for any additional electrical cables and order these for immediate
shipment from suppliers.

Use of Alternate Sites
If the central site is destroyed, support of critical academic computing activities will be given from the
alternate sites. Additional computer systems will be brought in as needed.

Some steps necessary in this process are listed as follows:

Determine the priorities of client need. Repair or replace computer systems based on those
priorities.

Setup for operations support.

Coordinate installing additional equipment and moving support personnel.

When additional needed equipment is available, move backup materials from the offsite storage
area.

Coordinate restoring any communications with Networking and Telecommunications.
Coordinate client computing support with clients.
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= As production begins, ensure that backup procedures are followed and periodic backups are
stored offsite.

= Work with the Vice Provost Research/Dean of Graduate Faculties, the Provost, and clients in
coordinating long-range plans for restoring full support by the Academic Computing section.

Networking and Telecommunications

Some general steps that must be taken in case of a communications disaster at the central site and/or
other parts of the communications network are given here:

= Assess the damage and evaluate steps needed to restore services.

= Assign personnel to disaster crews and assign them tasks. The priority of repairs will be made by
the Disaster Coordinator after an evaluation of the critical needs of the University following the
disaster.

= If present supplies and equipment on hand are not adequate to restore service as needed, obtain
approval for funds needed and contact vendors for priority shipment.

= Coordinate repairs of data communications disasters affecting specific areas of technology
support with the recovery team leader of that area.

= Keep the Disaster Recovery Coordinator and team leaders of support areas informed of the
extent of the communications damage and the recovery procedures being implemented.

Desktop Computer Recovery Plan

= Individual clients should plan backups as follows:

o Daily — This procedure is used to back up all files created each day. This procedure copies all
files to a floppy diskette or local tape for backup storage. It can be performed at the end of
the day or when a client is through using the computer for the day. These backup diskettes or
tapes need to be placed in a locked file cabinet.

o0 Weekly — This procedure is used to back up all files. This procedure will also copy all files to
a floppy diskette or local tape for backup storage. This procedure needs to be performed on
any weekday, but should be done consistently once a week on the particular day chosen.

NOTE: It is recommended that each microcomputer workstation retain only one set of daily
backups. It is also recommended that two sets of weekly backups be kept.
» Provide a protective environment for all disks.

Weekly backup disks should be placed in a protective area away from the office. This area needs
to be fireproof.

Computer Lab Recovery Plan

In case of an event affecting only a lab, this section of the disaster plan will be executed. For recovery
purposes, labs by definition will mean a computer area supporting a number of clients as contrasted to an
area containing only a few terminals or microcomputers. An event can occur in an area not defined as a
lab; however, it is assumed recovery of services in this situation can be carried out in a routine manner. A
lab can contain terminals and/or microcomputers. An area may be considered a lab even if it is in an
administrative service area and there are a large number of terminals and/or microcomputers involved.

A disaster will be declared in a lab when a large portion of the units in the lab are affected to the extent
that recovery in that area in a reasonable time with normal procedures is not possible.

General steps that will be followed in recovery of a lab are listed. The team leader of the computer area
with support duties over the lab affected will assume prime responsibility in the recovery process.

= Determine the extent of the damage in the lab and whether alternate lab services will be needed
while recovery is taking place.
= Obtain university approval for any funds needed to replace equipment and supplies.
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= Determine whether adequate equipment is available on campus or in other areas to restore even
partial services in the lab affected.

= Coordinate recovery of the center with Networking and Telecommunications, if communications
lines are involved in the lab.

= Coordinate with Support Services to aid in lab set-up and rebuilding of systems, if required.

= [f alternate services are to be provided for clients of the lab, coordinate activities between groups
affected.

» Keep the Disaster Coordinator informed of the status of the lab and the recovery process.

Transportation Resources

Three IS departments — Telecommunications and Networking, Support Services, and Educational
Technology Services — maintain a small number University-owned vehicles. The vehicles consist of vans,
SUV’s and pickups. In instances where equipment or staff must be moved to restore services, these
vehicles could be made available for that purpose.

Emergency Procedures

In the event an incident has happened or is imminent, and it will drastically disrupt operations, the
following steps should be taken to reduce the probability of personal injuries and/or limit the extent of the
damage, if there is not a risk to employees. Similar steps should be followed, where appropriate, in
incidents occurring in a satellite center.

=  An announcement should be made to evacuate the building, if appropriate, or move to a safe
location in the building. As a preparation for a potential disaster, all Information Services
personnel should be aware of the exits available.

= |f there are injured personnel, ensure their evacuations and call emergency assistance as
needed.

= If the computers and air conditioning have not automatically powered down, initiate procedures
for an orderly shut down of systems when possible.

=  When possible and if time is available, set up damage limiting measures.

= Designate available personnel to initiate lockup procedures as are done in last shift procedures.
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Appendix 8-1
Emergency Call List

Role and Title

Employee Name

Office
Phone

Disaster Recovery
Coordinator

Mary Lou Hines

816-235-1495

Communications Recovery
Co-Team Leader

Director, Networking &
Telecomm

David Johnston

816-235-1199

Admin Systems Recovery
Team Leader, Acad Systems
Recovery Team Leader
Directory, Support Services

Marilyn
Reisenbichler

816-235-1432

Admin Systems Recovery
Team Leader
Director, Central Systems

Jim Hisle

816-235-1484

Communications Recovery
Co-Team Leader

Director, Educational
Technology Services

Justin Guggenmos

816-235-5859

Admin Systems Recovery
Team Member

Systems Administrator Justin Malyn 816-235-5294
Admin Systems Recovery

Team Member

Systems Administrator Elam O’Renick 816-235-6470

Admin Systems Recovery
Team Member
Systems Administrator

Mike Schreiber

816-235-1476

Network Manager

Jim Schonemann

816-235-5386

Director, Operations &Admin,

Janet Carnett

816-235-6155
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Appendix 8-2
Vendor Contact List

Vendor Name Product Address Phone
Dell Marketing Enterprise 800-274-7799
Division Servers/Desktop Sys Austin, TX ext 48565

Dell Repair Parts

Servers/Desktop Sys

UMKC IS Contacts
Frank Magrone
Jim Deremer

HP, formerly Academic Research
Compaqg/DEC Systems Onsite Repair Contract
UMKC EOP 8-13
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Appendix 8-3
Alternate Computing Services Facilities

The use of an alternate computing facility could be vital in the restoration and continuation of computing
services. Depending on the type of disaster encountered, it would demand flexibility in identifying a
location which would have the necessary electrical, HYAC and network infrastructure services The
absence of any one of the services could negate an identified location.
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Law Enforcement, Safety and Security

9. 1 General Information
This annex addresses law enforcement operations for UMKC in the event of an emergency.

UMKC Police Department (UMKC-PD) is responsible for law enforcement at UMKC facilities and on
UMKC property. The UMKC-PD will request assistance from other jurisdictions as needed.

The UMKC Police Chief or designee is responsible for law enforcement. The UMKC Police Chief (Law
Enforcement Coordinator) is responsible for ensuring the following:

= Adequate numbers of personnel; that personnel are trained.
= Making arrangements with neighboring law enforcement agents.
= Providing security for critical facilities.

The UMKC Police Chief or designee will operate from the Emergency Operations Center. The senior
officer at the scene will provide onsite control and maintain contact through the UMKC Police Dispatch
Center.

Regarding continuity of operations, UMKC-PD has established lines of succession within its
department. UMKC-PD will request additional assistance if needed.

The Administrative Services Commander will provide resources, supplies, and communications for
UMKC-PD.

UMKC-PD will review this plan annually.

9.2 Purpose
This annex discusses the law enforcement operations in the event a disaster or emergency has
occurred at the University of Missouri-Kansas City.

9.3 Situation and Assumptions
The situation of UMKC-PD is as follows:

= The University of Missouri-Kansas City Police Department (UMKC-PD) provides law
enforcement for the University of Missouri-Kansas. Officers are dispatched through the UMKC-
PD Communications Center.

= UMKC-PD is also authorized through a Memorandum of Understanding to provide law
enforcement in the city of Kansas City. The UMKC-PD enforces city ordinances, state statutes
and University of Missouri Rules and Regulations.

= Qutside law enforcement resources (federal, state, and other local agencies) are available to
support law enforcement operations at the University of Missouri-Kansas City and will respond
when needed. (See Section 9.9 Resources of this annex for contact numbers.) University of
Missouri Rules and Regulations authorizes their police departments to participate in the
statewide law enforcement mutual aid agreement.

= Arrests, detention and incarceration of persons by UMKC-PD are transported to the Kansas
City jail facility or the Jackson County jail facility. These facilities are operated and supervised
by the respective jurisdictions.

= Members of all police agencies in the area of the University of Missouri-Kansas City are trained
in weather spotting, hazardous materials awareness, terrorism awareness, first-aid, etc.

» Equipment lists for all police agencies in the area are maintained at their respective offices.
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Assumptions are defined as follows:

= During a disaster, local law enforcement personnel will respond as directed in this plan and the
site operations plans.

= Situations will arise that will tax or exceed local law enforcement capabilities.

= [f additional law enforcement personnel, equipment, or special expertise is needed, outside
resources will respond when called upon to do so.

9.4 Concept of Operations

= The law enforcement activities described in this annex are an extension of normal day-to-day
activities and deal only with those situations that could completely exhaust all available
resources.

= The Chief of Police or designee will coordinate law enforcement operations from the

= Emergency Operation Center. The Chief or designee will also keep the EOC’s Direction and
Control Staff advised of all law enforcement response efforts.

= The law enforcement section will provide security and protection in an emergency/disaster
situation, which threatens life and/or property.

=  UMKC-PD will be the campus’ primary law enforcement agency, while outside agencies will be
used for traffic and crowd control.

= In the event the disaster is believed to be terrorist-related, care must be taken to preserve the
crime scene, while at the same time allowing rescue operations to be performed.

= Make recommendations through proper channels for mitigation.

9.5 Organization and Assighment of Responsibilities
The Chief of Police for UMKC is the Law Enforcement Coordinator, and is responsible for the following:

= Integration and management of law enforcement activities within the jurisdiction of UMKC,
including any outside resources responding to the disaster.

» Development and maintenance of agreements of understanding with neighboring law
enforcement agencies.

» Training law enforcement personnel in their emergency management assignments (Incident
Command System procedures).

= Establishment of procedures to protect essential law enforcement records.

= Cleanup and recovery operations support.

In addition to the above duties, the Chief of Police is also responsible for the following activities within
the University of Missouri-Kansas City:

Development of notification procedures, including personnel call-up lists.

Protection and transport of prisoners in custody.

Security as needed for critical facilities and vehicle security in parking areas.

Traffic control.

Protection of damaged/affected property as needed by providing security and limiting access
into these areas (i.e., issue security passes).

= Evacuation assistance.

= Terrorism incident response, in accordance with UMKC-PD Policy and Procedures.

9.6 Direction and Control

In a “classified” emergency, the EOC’s primary responsibility will be to assure sensitive information
remains uncompromised. The Chief of Police will be responsible for all law enforcement activities
related to the emergency and will operate from the EOC.

Initial control at the disaster/emergency site will be established by the first police officer on the scene.
This officer (until relieved by a senior officer) will maintain contact with and provide information to the
UMKC-PD Communications Center and the EOC by police radio, cell phone and/or regular phone lines.
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If outside law enforcement resources are needed, they will remain under the direct control of the UMKC
Police Department and will be assigned by the EOC to respond as necessary.

Terrorism events will be handled as directed in the UMKC-PD Policy and Procedures Manual.

9.7 Continuity of Command
The line of succession for the UMKC Police Department is through the Captain of Operations, Captain
of Administrative Services, and Sergeants (by seniority).

9.8 Administration and Logistics

The UMKC Police Chief will designate a Support Services Commander, who will provide resource and
supplies for the UMKC Police Department. This will include logistical support (food, water, emergency
power, fuel, lighting, etc.).

The Support Services Commander will provide communications for this function.
9.9 Resources

Table 9.9-1 Local Resources

Name of Agency Contact Information

Kansas City Police Department

816-234-5000

Jackson County Sheriff's Department

816-524-4302

Missouri State Highway Patrol

573-751-3313

Biological Incident

Contact UMKC Environmental Health and Safety for guidance

816-235-5241

Medical Research Institute of Infectious Diseases

888-872-7443

Local Hazmat Resources

Contact UMKC Environmental Health and Safety for guidance

| 816-235-5241

Table 9.9-2 State Resources

Name of Agency

Contact Information

State Fire Marshall’s Explosives Canine Unit
Jim Wilson, pager
Dave Owens, pager

800-392-7766
800-462-6023
800-272-9826

Missouri State Highway Patrol Bomb Retrieval and Disposal

573-751-3313

Department of Health Bureau of Environmental Epidemiology

800-392-0272

SEMA Duty Officer (will contact other state and federal agencies)

573-751-2748

Table 9.9-3 Federal Resources

Name of Agency

Contact Information

FBI Kansas City Office

816-221-6100

Urban Search and Rescue Team

573-447-5000

Weapons of Mass Destruction Civil Support Team (activated by SEMA);
formerly known as the RAID Team and also known as the 7th Military
Support Detachment (MSD). This highly trained team is one of 10 located
around the country and available to assist state and local officials in the
event of a terrorist incident involving weapons of mass destruction (WMD).
Any senior local public safety official can request the WMD Civil Support
Team by contacting SEMA.

573-596-0294

Disaster Medical Assistance Team (DMAT) (activated by SEMA)

Four (4) of the federal DMAT’s have been given special chemical/biological
capabilities. The closest team for Missouri is located in Denver, Colorado.
This team can be activated by SEMA.
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